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VA3BUMOCTE

TEPMHWHBI U ONTPEJEJEHUA

JevictBus no TpOBEpKeE TIOJUTUHHOCTH cyOBekTa J0CTyna
B MH(QOPMAIIMOHHON CHCTEME

CocTosiHEE 3aIIMIIEHHOCTH HWH(GOpPMAIWH, IIPH KOTOPOM OOECIICUeHBI ee
KOH(MACHINAIBHOCTb, JOCTYIHOCTh M IIETIOCTHOCTb

WNudopmanmonHass cucremMa, co3gaBacMas B [ENAX  pealu3anuy
MOJTHOMOYHH rOCY/apCTBEHHBIX OpraHoB
n obecrieueHnss oOMeHa MHQpopManued MeXly STUMH OpraHaMH, a TaKKe B
WHBIX YCTaHOBJICHHBIX (peliepabHBIMU 3aKOHAMH LIEJISX

Bo3moxxHOCTB NONTydeHns1 HHPOPMAIUU U €€ UCTIOIb30BaHHS

CocrosiHre MH(MOPMAIMH, XapaKTEepU3yeMoe CIHOCOOHOCTBIO TEXHHYECKUX
CpeACTB u nH(pOpMaMOHHBIX TEXHOJIOTUI obecrieuynBaTh
OecCIpeIATCTBEeHHBIA JOCTYI K WH(pOpPMANHUU CyOBEKTOB, MMEIOMINX Ha 3TO
MOJTHOMOYHSA

3amuTa WHQOpPMANWH, HaNpaBlICHHAas Ha MPEAOTBPALICHUE ITOJYICHUS
3amMImaeMoll  MHGOPMAIMM  3aWHTEPECOBAHHBIMH  CyOBEKTaMH  C
HapyIIeHHEM YCTaHOBIICHHBIX HOPMAaTHBHBIMH
W TPaBOBBIMH JOKYMEHTAaMH (aKTaMH) WIH oONajaTtensiMi WH(QOpMAaIuu
MPaB WK MPABUII Pa3TpaHUUCHUS JOCTYIIA K 3allUIIacMOi HH(POpMAITUH
Wndopmanus, sBisomascs NpeaMeToM COOCTBEHHOCTH M IOJUIEKAIAL
3alUTC B COOTBCTCTBHU C Tpe6OBaHI/ISIMI/I MPpaBOBbIX OOKYMEHTOB WA
TpeOOBaHUSIMH, YCTaHABIMBAEMBIMH COOCTBEHHHMKOM MH(pOpMaIUN
IIpucBoeHre cyOBeKkTaM M OOBEKTaM JOCTyMa HACHTHU(HUKATOpa H (WIN)
CpaBHEHHE IPEABABIAEMOTO HICHTH(UKATOpA C NMEpPEeYHEM INPHUCBOCHHBIX
UICHTH(HUKATOPOB

COBOKYITHOCTh ~ cozepxamielics B 0Oa3ax  JaHHBIX  uH(poOpmanuu
u obecrieunBalOmuX ee¢ 00paboTKy WH()OPMAIIMOHHBIX TEXHOJIOTHH H
TEXHUYECKUX CPE/ICTB

OTnenbHbIE TOKYMEHTHI U OTJEIBHBIE MACCHBBI JOKYMEHTOB, JOKyMEHTHI H
MAaCCHUBBI HJOKYMCHTOB, COJCpXKaIIUECCI B I/IH(i)OpMaI_II/IOHHLIX CHUCTEMAX
(bubnmuoTekax, apxuBaxX, (QOHAAX, OaHKaX IaHHBIX, HH(POPMAIUOHHBIX
cucTeMax APYruX BUIOB)

IMpouecchl,  Meronsl  moucka, cOopa,  XpaHeHHs,  00pabOTKH,

NPE/IOCTABIICHNS,  PAaclpOCTpaHEHUs  HMHPOpMAIHU U CcrocoObl
OCYILIECTBIICHHS TAKUX MPOIIECCOB U METOJIOB

CeneHus (coobmenwus, JIAHHBIC) HE3aBUCHMO
oT (OPMBI UX MPEJICTABICHHS

ITpocTtpaHcTBO (Teppuropus, 3/1aHue, 4acThb 3IAHUS),

B KOTOPOM HCKJIIOYEHO HEKOHTPOJIHMPYEeMOe NMpeObIBaHNE JINI], HE UMEIOIINX
MOCTOSIHHOTO WJIM pa30BOr0 JOMYyCKa, U IMIOCTOPOHHUX TPAHCIIOPTHBIX
CpeACTB

OO6s3aTenbHOE U1 BBIMOJIHEHHWS — JIMIIOM, MOJYYHBIIUM  JIOCTYN K
ompeziejieHHoi  uHbopManuM, TpeOOBaHME He IepelaBaTb  TaKyro
nHGOPMALIMIO TPETHUM JIHIaM 0e3 corjlacus ee obamaTens

JeiictBust (omepauuu) C TNEPCOHANBHBIMHM JaHHBIMH, BKIIOYas cOop,
CHCTEeMaTH3allUI0, HAKOIUIEHHe, XpaHeHWe, yTo4yHeHue (OOHOBICHHE,
N3MEHEHHE), WCIIOJIb30BaHUE, paclpocTpaHEHHE (B TOM YHCIIE Mepenady),
o0e3munBanue, OJOKNPOBAHNE, YHHITOKCHHE NTEPCOHANBHBIX JTAHHBIX
TPOXIAHUH WM IOPUIMYECKOE JIMIO0, OCYIIECTBISIONINE NESITENLHOCTD 10
9KCIUTyaTalUH nHpopMannoHHOH CHCTEMBl,
B TOM 4Hcie 1o  oOpaborke  mHpOpManuu, — copaepxKamiencs
B ee 0azax JaHHbIX

Jlro6ast mHpOpMALINS, OTHOCSINANACS K TPSMO WM KOCBEHHO OIPEAETICHHOMY
WK onpejelisieMoMy (pru3ndeckoMy JIUILy

COBOKYITHOCTh YCJIOBUH M (PaKTOPOB, CO3AAIOIIMX IMOTEHIUAIbHYIO HIIH

peanbHO CYIIECTBYIOIIYIO
OTIACHOCTb, CBSI3aHHYIO c YTEUKOH nHpOpMaIN
W/WIIA HECAHKITNOHUPOBAHHBIMHU n/nnm HeTIpeTHaMEePEHHBIMH

BO3JICHCTBHUSMH Ha Hee

Henocrarok (c1abocts)  mporpamMMHOro  (IIporpaMMHO-TEXHHYECKOTO)
cpeacTBa WIM MH(OOPMALMOHHOM CHCTEMBI B LEJIOM, KOTOPBIH (KOTOpas)
MOXeT OBITh WCIONBb30BAaHA MU pealn3alid  yrpo3 0Oe30IacHOCTH



nHpOpMaH

IlenoctHOCTH —  VYcroiunBocTh MHPOpPMAIMH K HECAHKIIMOHUPOBAHHOMY WIIHM CITydaitHOMY
BO3ZCUCTBUIO Ha Hee B Iporiecce 00pabOTKM TEXHHYECKUMH CPEICTBAMH,
pe3yIbTaTOM KOTOPOTO MOXET OBITh VHHYTOXKCHHE W HCKaKeHHE
nHPOpPMATH
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1 OBIIMUE NOJOKEHUS

Hacrosmas  Ilomntmka  sBifeTcs  JOKYMEHTOM,  OIPEACIAIONIMM  HAINpPaBICHHUS  JEATCIBHOCTH
B obOnactu obecriedeHns HHPOPMAIMOHHOW OE30TMAaCHOCTH M MPENCTABIIET CO00I CHCTEMAaTH3NPOBAHHOE M3I0KEHUE
nenel 1 3aga4 HHGOPMAIIMOHHON 0€30MIaCHOCTH, KaK OZHO WIIM HECKOJIBKO MPABWII, IPOLEAYP, MPAKTHIECKUX IPHUEMOB
U PYKOBOISIIMX NPHHLIUINOB, KOTOpbIMU pykoBoacTByercs ['BOY Jlumeir Ne 554 Ilpumopckoro paitona CaHKT-
[lerepOypra, a Takke OpraHM3alMOHHBIX, TEXHOJOIMYECKHX U  MPOLEAYPHBIX aCIEKTOB OOeCHeYeHUs
nH(opMaMOHHO 6e30macHOCTH.

[Monoxxenus Hactosimer [lonuTHKN HE pacnpoCTpaHsIOTCS Ha oOecrieueHre NHPOPMAIMOHHON 0e301acHOCTH
CBE/ICHUI, COCTaBIIAIOLINX IT'OCYAAPCTBEHHYIO TaliHy.

OcHoBHOM 3amadeit B oomactu uHpopmanmonHon 6ezomacHoctd I'BOY Jlnmeit Ne 554 TIpumopckoro paifoHa
Cankr-IlerepOypra Tpu3HACT COBEPIICHCTBOBAaHHE MeEp M CPEACTB OOECIeYeHMs 3alIUTHl HWHPOPMAINH
nHpopMannoHHBIX pecypcoB ['BOY Jlumeit Ne 554 IIpumopckoro paiiona Cankt-IletepOypra B KOHTEKCTE pa3BHTHS
3aKoHOMaTenbcTBa Poccuiickolt Dexepanun ¥ HOPM PETyTUPOBAHUSA HH(POPMAIMOHHON NESTEIFHOCTH B TEKYIIHX
yCHOBUSIX (PyHKIMOHUPOBAHHS HH(OOPMALTMOHHOTO MOJIA.

ITpu paspabotke [loMUTHKM yUIUTHIBAINCH OCHOBHBIC NMPUHIMUIIBI CO3IAHUS CHCTEM 3aIIUTHl MH(POPMAIWH,
XapaKTePUCTUKH u BO3MOKHOCTH OpPTraHU3aIIOHHO-TEXHIUECKUX Mep
Y COBPEMEHHBIX ITPOTPAMMHBIX U alapaTHO-IPOrPaMMHBIX CPEICTB 3aIUTH HHPOPMAIHH.

B pamkax cBoeii nesrenproctr [BOY Jlumeit Ne 554 Tlpumopckoro paiiona Cankr-IlerepOypra o0szyercs
NpeANpUHUMATh BCe BO3MOKHBIE MEPBI IS 3aIUThI HHQOpMALUK OT Yrpo3 6€30MacHOCTH HHPOPMAIIHH.

TpeboBanust nHGOPMALIMOHHOI 0E30MaCHOCTH, COOTBETCTBYIOT LiesisiM JearensHoctd ['BOY Jlunenr Ne 554
ITpumopckoro paiiona Cankr-IlerepOypra 1 nperHa3sHaueHBI I CHIDKEHUS PUCKOB, CBSI3aHHBIX C peayn3alueil yrpos
Oe30macHOCTH HHPOPMAITHHL.

[omutuka noctymHa BeceM paboTHmkaM ['BOY Jlumeit Ne 554 Tlpumopckoro paiiona Cankrt-IletepOypra u
BCEM I10JIb30BATENISIM €r0 PECYPCOB.

2 IEJU U 3AJAYM OBECHEYEHHUA UH®OPMAIIMOHHOM BE3OITACHOCTH

Cy0bexThl HHGOPMALMOHHBINH OTHOLICHUH

CyOnekTamu npu obecrieueHur nHpopMannonHoi 06e3onacuoctd B [BOY Jluneit Ne 554 TIpumopckoro paiiona
Cankr-IlerepOypra siBIsIIOTCS:

pabOTHHKHU CTPYKTYPHBIX HO/Ipa3/ielieHNi (B TOM YHCIIE YBOJICHHBIC);

rpaxkaase, paboTarolue Mo JOroBopaM IpakAaHCKO-IIPABOBOTO XapaKTepa;

(u3HUecKye IUNa, IPEACTABUTENN KOHTPAr€HTOB B PaMKaX MCIOIHEHHS T0OTOBOPHBIX 003aTENbCTB;

¢usnveckne nmia, momaBmue obOpameHwe B anpec ['BOY Jlumenr Ne 554 Tlpumopckoro paiiona CaHKT-
IetepOypra;

IOPUANYECKUE JIMIA, B PaMKaxX HCIIOJHEHUS JIOTOBOPHBIX O0S3aTENIbCTB WJIM BO WCIIOJHEHHHM TpeOOBaHUH €O
CTOpPOHBI 3aKOHO1aTeNbeTBa Poccuiickoit denepanuu;

OpTaHbl FTOCYAapCTBEHHOMN BIIACTH.

O0bexThl HHPOPMAIIMOHHBIX OTHOLI EHMIA

O0bexkTamu HHOOPMALMOHHBIX OTHOILIEHUH SIBIISIOTCS:

uHpopmanmonusie pecypcbl I'BOY Jlumeit Ne 554 ITpumopckoro paiiona Cankr-IletepOypra;

rOCyJapCTBEHHBIE UHpOPMAaLMOHHBIE CUCTEMBI OmnepaTtopom KOTOPBIX SABIISETCSA
I'BOY Jluneit Ne 554 TIpumopckoro paiiona Cankt-IletepOypra;

nporeccsl 00paboTkn HPopManuu B nHpopMarmoHHEIX cuctemax ['BOY Jlumeit Ne 554 TIpumopckoro paiiona
Canxr-IlerepOypra, uH(pOpManMOHHBIE TEXHOJOTWH, PETJIAMEHTHI W Hpouexypsl cOopa, 00pabOTKM, XpaHEHHS
U riepeiaun MHHOPMALIH;

nH(OpMaMoHHAS nH}pacTpykTypa, BKJIFOYArOIIast CHCTEMBI 00paboTKH, XpaHeHHs
W aHaim3a WHGOpPMAaIM{, NPOrpaMMHBIE M MPOTPAMMHO-alllapaTHBIE CPEICTBAa, B TOM 4YHCIIE KaHAJbl CBS3M M
TEJICKOMMYHHKAIIH;

CUCTEMBI M CPCIACTBa 3alUTHI I/IH(bOpMaHI/II/I, 00BEKTBI H IMOMCIICHUs, B KOTOPBIX pasMEIICHbI CPEIACTBa
00paboTku uHpOpMAIUH.

Henu odecnieueHust UHPOPMAIIMOHHOM 0e30MACHOCTH

OcHoOBHOM 1IeTbI0 obecriedeHust nHPopMmamonHoit 6e3omnacHoctu I'BOY Jluneit Ne 554 TIpumopckoro paiioHa
Cankr-IlerepOypra SBIAIOTCA HEWCTBUS HANpaBIeHBl HA JOCTIDKEHHE 3alIUThl CyOBEKTOB WH(POPMAIMOHHBIX
OTHOWICHWH OT BO3MOXXHOTO HAHECEHUS WM MaTepHaIbHOTO, (HU3WYECKOTO, MOPAJbHOTO WM HWHOTO yIiepoa,

HOCPEJICTBOM CIy4aifHOro unu IpeJHaMEPEHHOr 0 BO3JIEUCTBUS Ha nuHpopmanuio,
B TOM UHUCIJIE!
obecreueHus 0TKa30yCTOMYUBOIO (YHKIIMOHUPOBAaHUS MIPOTrPaMMHBIX

1 anmapaTHo-mporpamMMHbIX cpeactB [BOY  Jlumeir Ne 554 Tlpumopckoro pationa Cankr-IletepOypra u
MPEOCTABIIEMBIX CEPBHCOB,
COOTIOICHHS TIPABOBOT'0 PEXKIMA MCIIOIb30BAHISI MACCHBOB M CPEICTB 00pabOTKH HH(OpMAIHH;
MPEOTBPAIICHUS pean3allii yrpo3 O0e30macHOCTH WHGOpPMANWU MPH OCyIIeCTBIeHHH aesTensHocTH [BOY
JIuneii Ne 554 TIpumopckoro paiiona Cankr-IlerepOypra.



3anaun odecnevyeHus: HHPOPMALHOHHOI 6e30aCHOCTH

Joctmxkenue neneit odecnedeHus nHGOPMAMOHHON Oe3omacHOCTH U cBoicTB mHpopmammu, ['BOY Jluneit Ne
554 TIpumopckoro paiiona Cankrt-IletepOypra pemaercs ciaeayoIuMI 3a1a4aMHu:

3aIIUTHI OT HECAHKIIMOHUPOBAHHOT'O JJOCTYIa K HH(OPMAaIIMOHHBIM pecypcam;

pasrpaHWYeHUs]  JOCTyma  MOnb30BaTened K MHOOPMALMOHHBIM,  alllapaTHBIM,  HPOTPaMMHBIM
U MHBIM pecypcam;

perucTpanuu ¥ TEePHOJUYECKOro KOHTPOJsSl JICHCTBMH IoJjb30Baresnedl mHpu 00paboTKe 3amumiaeMoin
MHPOPMALINHT U IEPUOTIUIECKII KOHTPOIb KOPPEKTHOCTH UX JICHCTBUH;

KOHTPOJISI LIEIOCTHOCTHU CPE/Ibl UCIIOTHEHUS IPOrpaMM U €€ BOCCTaHOBJICHHE B CIIyyae HapyIICHUs;

obecrieueHUs ayTeHTH()UKALTIH u WACHTU(PUKAIAN MIOJTE30BATENICH, YYaCTBYIOIINX
B MH(POPMAIIIOHHOM O0OMEH€;

obecrieueHust UCTIPaBHOCTH MIPUMEHSIEMBbIX B nH(pOopMaMOHHBIX cucremMax
I'BOY Jluneii Ne 554 TIpumopckoro paiiona Cankr-IlerepOypra cpeacTs 3amuTsl HHOPMaIH;

CBOEBPEMEHHOTO BBISIBIICHUE HUCTOYHUKOB yrpos 0e301acHOCTH nHdpopManuy, NPUYUH

Y YCIIOBHH, CIOCOOCTBYIOIIMX HAHECCHHUIO YllepOa 3anHTEPECOBaHHBIM CyObeKkTaM HH(POPMaIMOHHBIX OTHOILCHHUH;

CO3JaHMeM  CIOy)kObl ~MOHHMTOpDUMHIa W  pearupoBaHMs Ha  yrpo3sl  Oe3omacHocTH  MH(opManuu
Y HETAaTHBHBIC TTOCIICICTBUS;

CO3JJaHMEM YCJIOBHH I MUHHUMM3AIIMM HAHOCHMOTO yIIepOa HETpaBOMEPHBIMHU ACHCTBHUSIMH, M YCTPAHCHHE
MOCJICACTBYUI HapylieHus: uHpopMmarmoHHoi OezomacHoctd B ['BOY Jlumeit Ne 554 Tlpumopckoro paiiona CaHKT-
ITetepbypra.

Pemenne BrimenepeuncneHHblx 3amad B ['BOY Jlumeir Ne 554 IIpumopckoro pationa Cankt-IletepOypra
OCYILECTBIISETCS OCPEICTBOM:

yueTa BceX MOJIeKAIMX 3alIUTe HHPOPMAIIMOHHBIX PECYPCOB;

JKYPHAJIUPOBaHUS JEWCTBUH NEepCOHaNa, OCYIIECTBISIONIET0 00CIyKMBaHHE U MOIU(PHUKAIUIO TPOTPAMMHBIX H
MPOTrPaMMHO-AINIAPaTHBIX CPEACTB HHPOPMAIIMOHHBIX CHCTEM;

periiaMeHTaluu npoueccoB 00paboTku uHMopMauuu, naeiicTBuii pabotHukoB ['BOY Jlumeir Ne 554
[Ipumopckoro paiiona Cankr-IletepOypra, OCYHIECTBISIOMMX SKCIUTyaTallMIO IPOTPAMMHBIX W NPOTPAMMHO-
amnmapaTHBIX CpPEACTB, Ha OCHOBE YTBEP)KACHHBIX OPTraHM3alMOHHO-PACIOPSIUTENbHBIX JTOKYMEHTOB II0 3aIlUTe
uHdopmanum;

Ha3HAYEHHs U MOJATrOTOBKOH pabOTHHWKOB, OTBETCTBEHHBIX 3a OPTaHM3AIMIO M OCYIIECTBICHNUE MEPOIPHUITHIH 110
obecnieueHuto nHpopMarroHHoi 6e3onacuoctu B 'BOY Jluneit Ne 554 TIpumopckoro paiiona Cankr-IletepOypra;

HaJleJIeHUs KaXJI0T0 paboTHHKa MUHHUMAaJIBHO HEOO0XOAUMBIMHU IpaBaMu pu pabote
B MH(GOPMAIOHHOW HHPPACTPYKTYPE COTTIACHO UX JIOJDKHOCTHBIM 00S3aHHOCTSIM;

co0OJtoieHHs BCeMH PaOOTHUKAMHM, SKCIUTYaTHPYIOIIUMH M O0OCIY)KHMBAIOIIUMHK TIPOrPaMMHBIE M HNPOTPaMMHO-
annapaTHbIe CPEACTBa, TPEOOBAaHUI OpPraHM3alMOHHO-PACIIOPSIIUTENBHBIX JOKYMEHTOB II0 BONpPOCaM O0ecHedYeHUs
HH(POPMALMOHHOM 0€30MaCHOCTH;

MEepCOHANbHOM  OTBETCTBEHHOCTHIO  KaXJoro  pabOTHMKAa 32  CBOM  JEHCTBHA,  y4YacTBYIOIIErO
B paMKax CBOMX ()yHKIMOHAIBHBIX OOS3aHHOCTEH B MpoleccaXx aBTOMATH3MPOBAaHHOW 00paboTkM WHGOpPMaMu |
MMEIOIIETo JOCTYI K pecypcam HH(pOPMaMOHHbBIX CHCTEM;

peanuzaniell TEXHOJOTWYECKMX IIPOIEccOB 00paboTkM WH(OpMamMM € HCIOIb30BAHHEM KOMIUIEKCOB
OPTaHHU3AIOHHO-TEXHUYECKUX MEp 3aIIUThI IPOrPaMMHOT0 00ecIeYeHus, IPOTrPaMMHO-aNNapaTHBIX CPEJCTB;

OpUHATHS Mep 1o  oOecredeHHI0O  (u3nyeckod  IEJIOCTHOCTH  NPOrpaMMHO-AIIapaTHBIX — CPEACTB
MH()OPMALMOHHBIX CUCTEM M TOAJEepKaHHEM HEOOXOAMMOT0 YPOBHS 3aIUIIEHHOCTH KOMIIOHEHTOB;

UCTIONIb30BaHMS IPOTPAaMMHBIX M TIPOTPAMMHO-AIIAPATHBIX CPEACTB 3alIMUTHl MH(pOpMaLKH 00pabaThIBAEMOM B
I'BOY Jlureit Ne 554 IIpumopckoro paiiona Cankr-IlerepOypra u aqMUHUCTPATUBHOM MOANEPKKON X HCIOIH30BAHUS;

KOHTPOJIA coOroIeHus HOJIb30BaTEIIAMHU MHPOPMALMOHHBIX CHCTEM TpeGoBaHuUit
o obecriedeHnI0 HHPOPMATMOHHON 0€30TaCHOCTH;

NpOBeIeHUs aHaIM3a 3PPEKTUBHOCTH NMPHUHATHIX MEp 3alIUTHl HMHGYOPMALMH U NPUMEHIEMBIX CPEJICTB 3aIINTHI
uapopmanuu B [BOY Jluneit Ne 554 TIpumopckoro paiiona Cankr-IlerepOypra;

pa3paboOTKM M peay3aluy TPEUIOKEHUH IO COBEpIICHCTBOBAHHMIO CHCTEM 3amuThl mHpopmamuu B ['BOY
Jlumeit Ne 554 Tpumopckoro pationa Cankr-IletepOypra.

3 NPUHIMIIBI OBECIEYEHUA UHO®OPMAIIMOHHOM BE3ONNACHOCTH

Obecnieuenne “H(HOPMAITMOHHON 0€301IacHOCTH, JIOJKHO OCYIIECTBISITHCS B COOTBETCTBHH
CO CIIEIYIOIIMMH OCHOBHBIMH IPUHITMIIAMU:

IpyHUUT 32aKOHHOCTH

IIpu BEIOOpE MepONpUATHIA MO 3amuTe HH(YOPMAINH, JODKHO COOIIOMATRCS IEHCTBYIOIIEE 3aKOHOAATEIECTBO
Poccuiickoii denepanyn B chepe 3ammrsl HHOOPMALHH.

Bce paOoTHMKM  JOMDKHBI ~ MMETh  NPEACTaBICHWE 00  OTBETCTBEHHOCTH 32  IIPaBOHApyLICHUS
B ctepe 3ammutel mHpopmanuu. IIporpamMMHo-anmapatHble cpeacTa, npumensemble B ['BOY Jluneir Ne 554
ITpumopckoro paiiona Cankr-IlerepOypra, 10KHBI HMETh COOTBETCTBYIOIIHE JIMIIEH3MH, O(QUIMAIBEHO IPUOOpETAThCS



y MpeAcTaBUTENCH Pa3pabOTINKOB ITUX CPEICTB WIH SIBISATHCS MHTEIUICKTyalbHOUW coOcTBeHHOCTRI0 ['BOY Jlnmeit Ne
554 TIpumopckoro pationa Cankt-ITerepOypra.

IpuHUIMD cUCTEMHOCTH

[Ipn co3maHuM CHCTEMBI 3aIIUTHI JOJDKHBI YUHTBHIBATHCS AKTyalbHBIC YTPO3bl 0€30MacHOCTH HWH(OPMAIWH,
BO3MOJKHBIE OOBEKTHI U HalpaBJICHUS aTaK Ha Hee CO CTOPOHBI HapymmTenei. CucreMa 3aliuThl JODKHA CTPOUTHCS C
YYETOM HE TOJBKO HM3BECTHBIX KaHAJIOB YTEYKHM HMHGOPMALMH, HO M C YYE€TOM BO3MOXHOCTH IOSIBJICHUS HOBBIX
YSI3BUMOCTEH B IIPOrPaMMHOM 00€CTICUeHHH.

IpuHIMN KOMIIJIEKCHOCTH

KoMmruiekcHOe MCIONB30BaHUE CPEJCTB 3alUThl HHPOPMAIUH MPE/IoaraeT CorjacoBaHHOEe NMPUMEHEHHE NpU
MOCTPOCHUH LETOCTHOW CHCTEMBI 3allMThI, HEPEKPHIBAIOLIECH BCE CYLIECTBEHHBIE YIPO3bl 0€30MaCHOCTH HH(POPMAIHH.
3amuTa JOJKHA CTPOUTHCS SIIENIOHNpoBaHO. Du3nueckas 3amuTa JOMKHA 00ecIednBaThCs GU3MIECKUMH CPEICTBAMU
¥ OpTaHM3aIHOHHBIMU MEPaMH.

[Ipu mocTpoeHnN, BHEAPSHUH M SKCILUTYaTAIlMH CUCTEMBI 3aIUTHl nHpopManuu pykoBoacTtBo ['BOY Jlumeit Ne
554 Tpumopckoro paiiona Cankt-IleTepOypra obecnieunBaeT ycnoBus s 3P PeKTUBHON KOOPAWHAIIMH ACUCTBUHI BCEX
UL, 00eCTIeYNBAIONIIX HH)OPMAIIOHHYIO 0€30T1aCHOCTb.

IIpuHUMD CBOEBpPEMEHHOCTH

PazpaboTka cucTeMbl  3amUThl  MHGOPMALMM  JOJDKHA  BECTUCh  HapajlleIbHO € pa3paboTKoi
u nHpopMannoHHOH CHCTEMBI. Ot0 MO3BOJIUT y4ecTb TpeGoBaHuUs 6e30macHOCTH
NPU NPOEKTUPOBAHMH aPXUTEKTYPhI U, B KOHEYHOM cyeTe, co31aTh Oosiee dpdekTHBHbIE HHPOPMAIIMOHHBIE CUCTEMBI,
o0ajarolue J0CTaTOYHBIM YPOBHEM 3allUIIEHHOCTH.

IIpuHIMN NpeeMCTBEHHOCTH

[TocTosHHOE COBEpIIEHCTBOBAHME MEp M CPEICTB 3aIUThl WH()OpPMAnWHd HA OCHOBE IPEEMCTBCHHOCTH
OPTaHM3AI[OHHBIX M TEXHHYECKHX PELICHHH, KaJpOBOTO COCTAaBAa, aHaIN3a (YHKIMOHUPOBAHHMS HH()OPMAIMOHHBIX
cHCTEM u CHCTEMBI ee 3aIIUTHI c y4eToM N3MEHEHHUH
B METOJIaX U CPEJCTBAX IepexBara HHPOPMAIMN, HOPMAaTHBHBIX TPEOOBAHUI 10 3alIUTe HHPOPMAIIHH.

IpuHUIMD J0CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha obecnedeHne HHPOPMAIIMOHHON 0€30MTaCHOCTH 1 IIEHHOCTH HH(OPMAITHOHHBIX
pecypcoB Ha BEJIMYMHY BO3MOXKHOTO YIep0a OT MX pasriialleHus, YHUYTOXKEHHs U UCKaKeHus1. VIcronb3yemble Mephl 1
CpC€aCTBA 3allIUTBI I/IH(bOpMaIlI/II/I HE JOJDKHBI YXyAIIATh 9PrOHOMUYCCKHUE MOKA3aTC/IM KOMIIOHCHTOB I/IH(i)OpMaHI/IOHHI)IX
CHCTEM.

IpuHIMD OTBETCTBEHHOCTH

Bo3noxkeHue OTBETCTBEHHOCTH 3a obecnedyeHue Oe3omacHocTH WH(opManuu U ee 0O0pabOTKM Ha KaKAOro
paboTHHKa B MpeAeiax ero NOJHOMOYMHA. B COOTBETCTBUM C 3TMM NMPHHIMIIOM paclipeAeieHue IpaB U 00s3aHHOCTEH
PabOTHHUKOB CTPOUTCS TAKUM 00pa3oM, 4TOOBI B CIIydae JIF0OOTro HapyIIeHHs ObIII H3BECTEH HAPyIIUTEIb.

IIpuHUIMN 000CHOBAHHOCTH U TEXHMYECKOH peanu3yeMocTu

WHdopManmoHHble TEXHOJIOTMH, NPOTpaMMHBIE W MPOTPAaMMHO-ANINApaTHBIE CPEACTBA, MEPHl 3aIlUTHI

I/IH(I)OpMa].[I/II/I JOJIDKHBI OBITH peain30BaHbI 1o COBPEMCHHBIM PEUICHUAM, 000CHOBaHBI
C TOYKHU 3pCHUA NOCTUIKCHUSA 3a1aHHOTO YPOBHA 3alIUIIIECHHOCTH I/IH(bOpMaLII/II/I M DKOHOMHYECKOU HeJ’IeCOO6paSHOCTI/I, a
TaKXKE COOTBETCTBOBATH YCTaHOBJICHHBIM HOpMaM u TpG6OBaHI/I$IM

1o 6e30macHOCTH HH(POPMAIIH.

IIpunuun npodeccuonanuima

Peammzanus Mep 3amuTel MHGOpPMAIMM W OKCIIyaTallMs CPEACTB 3aIIMThl  MHGOpPMAIMH  JOJDKHA
OCYLIECTBIISITHCS MPOPECCUOHATBHBIMHU CIIEIMATUCTAMH.

[IpuBneueHne cHeNMUaIM3MPOBAHHBIX OpraHM3alMi K pa3paboTKe CPEeACTB M peaju3alid Mep 3allUThI
uH(pOpMalMK, TOIrOTOBJICHHBIX K KOHKPETHOMY BHAY JAEATEIBHOCTH 10 oOecredeHnio  Oe3011acHOCTH
MH()OPMALMOHHBIX PECYpCOB, UMEIOIINX OIBIT MPAKTUYECKOW PabOThl M JHMILEH3UM Ha MPaBO OKa3aHUsS YCIYTr B 3TOH
obuacru.

IpuHUMI MUHMMM3ALUM NPUBHJIETHIl I0JIb30BaTe el

OoOecrieueHne MONb30BaTeNICH NPHUBMWIECTHAIMH MHUHMMAQJIBHO JOCTAaTOYHBIMM [UISi BBITIOJHEHHS HMH CBOWX
IoIbKHOCTHBIX 00s13aHHOCTel B [BOY Jlnmeit Ne 554 Tlpumopckoro pationa Cankt-IletepOypra.

4 OCHOBHBIE TPEBOBAHUS MO 3AIIMTE UH®OPMAILIUU
OT'PAHUYEHHOTI O 1OCTYIIA

Cucrema 3amuTbl MHGOPMANMU JIOJDKHA IPEIyCMaTpUBATh KOMIUIEKC OpPraHH3allMOHHBIX, MPOTPAMMHBIX H
IpOrpaMMHO-aIapaTHBIX CpencTB u Mep 1o 3amuTe nHdopmanuu B nporuecce
ee 00paboTKH.

BrimonHenue TpeOOBaHMH JOCTUraeTcsl 3a CUET pealn3alid Ha 00BeKTax WH(OpMaTHU3alMK Mep 10 3alluTe
nHpopManuu:

UIeHTH(HUKALMN U ayTeHTH(HUKALUN CyOBbEKTOB A0CTYIa K OOBEKTOB I0CTYIIA;

YIPABJICHUIO OCTYNOM CYOBEKTOB JOCTYIa K 00BEKTaM JOCTYIIA;

OTPaHUYCHUIO IPOTPAMMHON CPE/IbI;



3aIIUTe MAIIMHHBIX HOCUTEIIEH MEepCOHATIBHBIX JaHHBIX;

perucTpanuu CoOOBITHI 0€30TTaCHOCTH;

AHTHUBUPYCHOM 3alUTE;

00HapyKESHHUIO BTOPKECHU,

KOHTPOJIIO (aHANN3Y) 3alIUIICHHOCTH IEPCOHANBHBIX TaHHBIX;

00€ECIICUCHNIO IEITOCTHOCTH HH(DOPMALIMOHHON CHCTEMBI U IEPCOHABHBIX TaHHBIX;

00€eCIeueHHIO TIOCTYITHOCTH NTEPCOHANBHBIX JIaHHBIX;

3aIUTHI CPeJIbl BUPTyaTu3aliy;

3aLUThl TEXHUYECKUX CPEJICTB;

3alIUTHl HHPOPMAIIMOHHOW CHCTEMBI, €€ CPEJCTB, CUCTEM CBSI3H U IIepeaadn JaHHbIX;

BBISIBJICHHIO MHIUIEHTOB U pearupoBaHKe HA HUX;

YIpaBJIeHUIO KOH(HUTyparmeil ”HPOPMAIMOHHON CUCTEMBI M CHCTEMBI 3aIIUTHI IEPCOHATBHBIX JaHHBIX.

I'BOY Jlumeit Ne 554 Ilpumopckoro paifona Cankr-IlerepOypra, kak oOmagarens WHQOpMAIUH
OTPaHUIEHHOTO JOCTYIIA, IIPU OCYIIECTBICHUH CBOUX IpaB 00s3aHO:

co0JTI0IaTh NpaBa 1 3aKOHHBIE MHTEPECHI HHBIX JIUII;

MPUHAMATh HE0OXOIUMbIE MEPHI 110 3aInTe HH(popManny;

OTPaHWIMBATH JOCTYH K HH(POPMAIMH, €CIIN TakKas 00I3aHHOCTh yCTAHOBIICHA 3aKOHOAATENHCTBOM Poccuiickoi
Denepanum.

B Ttom uumcne I'BOY Jlume#r Ne 554 Ilpumopckoro paiiona Cankt-IlerepOypra, BmpaBe eClid WHOE HE
IPelyCMOTPEHO 3aKOHOAaTeNnbCTBOM Poccuiickoit Penepanuu:

pasperarh Wid OrpaHHYUBATh JOCTYI K UH)OPMALIUH, ONIPEACIIATH MOPSIOK M YCIOBHS TAKOTO JI0CTYNa;

UCIIOJIb30BaTh HH(OPMALIUIO, B TOM YHCIIE PACIPOCTPAHATH €€, 0 CBOEMY YCMOTPEHHUIO;

nepeaaBath MHGOPMAIMIO APYTMM JIMI[AM HAa YCTAHOBJICHHOM 3aKOHOJATelIbcTBOM Poccuiickoit depeparuu
OCHOBaHWU;

3alIMINATh yCTAaHOBJICHHBIMH 3aKOHOJATENbCTBOM Poccuiickoit Denepanmu criocobamMy CBOM IIpaBa B CIydae
HE3aKOHHOTO TIOJTyYeHUSI HHPOPMAIUY WX €€ HE3aKOHHOTO MCIONb30BaHUS HHBIMH JINIAMH;

OCYIIECTBIIITh MHBIE AEHCTBUS ¢ MHpOpMAaIMeil WM paspemars OCYIIECTBICHHE TaKHX ICHCTBUH, €CIH 3TH
JIEeUCTBHSA HE MIPOTHBOpEYAT (enepanbHBIM 3aKOHaM " JIpyTUM
HOPMaTUBHO-TIPaBOBBIM akTaM Poccuiickoit @enepanum.

3amuTa MHGOPMAIMK OTPAaHMYEHHOTO JOCTYNa IPEICTaBIsAeT COOOW MPUHATHE OPraHMW3alMOHHBIX H
TEXHUYECKHUX Mep, HallpaBJICHHbIX Ha!

coOutoieHre KOH(HICHIUATBHOCTH HH(POpPMAMK (MCKJIIOYEHHE HENPaBOMEPHOIO JIOCTYyNa, KOIUPOBAHUS,
MPeI0CTaBIICHNS HJIH PACIIPOCTPaHeHHs nH(OpMaLuu);

obecrieueHne IeN0CTHOCTH HH(POPMaIK (UCKITIOYEHUE HEPaBOMEPHOTO YHUYTO)KEHUS
i MouduIpoBanus HHGopManum);

peanu3aiyio npaBa Ha JOCTYT K MH(POPMAINH (MCKIIOYEHHE HETTPAaBOMEPHOTO OJIOKHMPOBAaHUS HH(POPMALIHN).

Cpencrsa 3anurthl HTHOOPMALMK BHEJPSIOTCS MO Pe3yIbTaTaM MPOBEICHHS OLUEHKH PUCKOB MH(OPMALMOHHOM
0e30MacHOCTH.

Opranusanus 3alMThHl HHGOPMALMHT

Ipu opranmzammu B I'BOY Jlumeit Ne 554 Ipumopckoro paitona Cankt-IleTepOypra 3ammThl HHPOpPMALNH,
JOJDKHBI  BBIIONHATBCSL TpeOoBanmst PenepanbHoro 3akoHa ot 27.07.2006 Ne 149-®3 «O6 wundopmanum,
MHQOPMALMOHHBIX TEXHOJOTHSX M O 3aluTe WHGOpPMalKN), KOTOPBIE PEryIupyloT OTHOLICHHS, CBSI3aHHBIC
C YCTaHOBJICHHEM, M3MEHEHHEM WU IpeKpalleHueM pexuma o0paboTku 3amminaemoil nHpopmauuu. B Tom umcne
TpeGoBaHuUS O 3aIUTe HHPOPMAIMH, HE COCTABIAIONIEH TOCYJapCTBEHHYIO TaliHy, coleprKaleiicsl B TOCYAapCTBEHHBIX
MHQOPMALMOHHBIX cHcTeMax yTBepxkaeHHble mpukazomM PCTOK Poccum ot 11.02.2013 Ne 17 «O6 yTBepkIaeHUU

TpeGoBaHUIt 0 3aImTe uHpopmanum,
HE COCTABIISIOLICH FOCYAAPCTBEHHYIO TaiHY, COJACpPIKAILEHCS B FOCYIApCTBEHHBIX WH()OPMALMOHHBIX CHCTEMax» s
rOCyIapCTBEHHBIX HWH(OPMAIMOHHBIX CHCTEM o KOTOPBIM

I'BOY Jluneit Ne 554 TIpumopckoro paitona Cankr-IlerepOypra siBisiercst Omeparopom.
B I'BOY Jlumeit Ne 554 Ilpumopckoro paitoHa Caskr-IlerepOyprac moMUMO peanu3allii OCHOBHBIX MeEp
3aIIUTHl THPOPMAIIMU OCYILECTBISICTCS:

perynspHas OLICHKa " yTpaBJeHue pHCKaMH nH(pOpMaMOHHOH 6e3omacHocTH
B COOTBETCTBHH C YCTAaHOBJIEHHBIMH IIPOIETypaMH B 00IaCTH YIPaBICHUS PUCKAMU;
HHPOPMHUPOBaHUE, oOyueHne u MOBBILLICHNE KBaJTU(UKAITHN paboTHHUKOB

I'BOY Jluneit Ne 554 IIpumopckoro paifona Cankr-IlerepOypra B chepe nHOpMaIIOHHOI 6€301MacHOCTH;

MeToAnYecKast TOMOIIb PAOOTHUKAM B BOIIPOCaxX oOecTedeHnsI HH()OPMAIIHOHHOH 0€301acHOCTH;

aHaJINU3 U OMCK BO3MOYKHOCTEH 10 TTOBBIIIICHUIO YPOBHA 3alIMIICHHOCTHU I/IH(i)OpMa[H/H/I.

Js opranmsanuu 3amuTsel mHOGopMarmu, ['BOY Jlumerr Ne 554 Ilpumopckoro paiiona Cankr-IlerepOypra
BIpaBe INPHMEHATh CPEICTBA W METOJbl TEXHWYECKOW 3alIMTHI, NPEINPHHUMATH JAPYyrue, He NPOTHBOpeYalue
3aKoHOJaTenbeTBY Poccuiickoi denepariy, Mepsl.

B pamkax oOecrieueHus 3anMThl HHPOPMAIMKU, B paMKaxX TPYAOBBIX OTHOLIEHUI HEOOXOJMMO O3HAKOMHTH I10]1
pocnuch pabOTHHUKOB, TOCTYH KOTOPBIX K MH(OPMAIMHA OTPaHMYEHHOTO JOCTYIa, HEOOXOJUM ISl BBIIOJHEHUS UMHU



CBOMX JOJDKHOCTHBIX OOsI3aHHOCTEH, C IMepedyHeM HWH(POpPMAIMU OTPaHUYCHHOTO IOCTyMa, W NpuHATHIMH B ['BOY
Jluneit Ne 554 TIpumopckoro paiiona Cankt-IlerepOypra Mepamu 3amuThl HHHOPMAIIUH.

Oco0eHHOCTH 3aIHMTHI EPCOHATbHBIX JAHHBIX

[Ipu oprannzanmu o6padorku B 'bOY Jlnnei Ne 554 [Tpumopckoro paiiona Cankt-IlerepOypra nepcoHanbHbIX
JAHHBIX HEO00XOIMMO pPYKOBOACTBOBaThCs TpeboBanusimu DenepanpHoro 3akoHa ot 27.07.2006 Ne 152-D3
«O nepcoHaIbHBIX JAHHBIXY.

[epeuensr mep, BbIONHEHUE KOTOphIX obecneunBaeT ['BOY Jluneir Ne 554 Ilpumopckoro paiioHa CaHKT-
[erepOypra B KauecTBe oneparopa NEpCOHAIBHBIX AaHHBIX, TOJDKESH BKIIIOYATh:

HasHaueHue B [BOY Jlureit Ne 554 TIpumopckoro paiiona Cankt-IleTepOypra 0OTBETCTBEHHOTO 3a OpTaHU3AIUI0
00pabOTKN EPCOHANBHBIX JAHHBIX;

pa3paboTKy MTOKYMEHTOB, ONPEACIIIOMNX MPaBUia B OTHOIIEHNH 00pabOTKH MepCOHANBHBIX AaHHBIX B [ BOY
Jlrmeit Ne 554 Tlpumopckoro pationa Cankr-IleTepOypra, JOKaIbHEIX aKTOB IO BOIIpocaM 00pabOTKH NMEepCOHANBHBIX
JIaHHBIX;

NPUMEHEHNE OPTraHNW3aI[OHHBIX M TEXHHYECKHX MEp M0 00ECTICUeHHI0 0E30MaCHOCTH NEPCOHANBHBIX JAHHBIX B
COOTBETCTBHH co craTbeit 19 ®DeneparbHOTO 3aKOHA oT 27.07.2006
Ne 152-03 «O nepcoHalbHBIX JaHHBIX);

BBITIOJTHEHHE TPEOOBAHUII 110 COCTAaBY M COACPKAHUIO OPTaHU3AIMOHHBIX M TEXHUYECKHX Mep 0 00eCIeYeHHIO
0€301acHOCTH IEPCOHANBHBIX IAaHHBIX NMPH HX 00paboTke B MH(OPMALMOHHBIX CHCTEMax MNEePCOHAJBHBIX JaHHBIX
yrBepkaEHHBIX IIpukazom PCTOK Poccum ot 18.02.2013 Ne 21 «OO6 yTBepkIeHHH cOCTaBa U COJCPXKAHUA
OPTraHHM3allOHHBIX U TEXHHYECKHX Mep Mo 00ecleueHnIo0 0e30MacHOCTH NePCOHAIBHBIX IaHHBIX NPH UX 00paboTKe B
MH()OPMALMOHHBIX CUCTEMAaX MEPCOHANBHBIX TaHHBIX;

OLICHKY  BpeAa,  KOTOPBIA  MOXeT  ObITh  NPUYMHEH  CYOBEKTaM  IEPCOHANBHBIX  JaHHBIX
B ciaydae Hapymenus — QDenmepampHOoro  3akona  Ne  152-®3,  cooTHomeHWe ~— YKa3aHHOTO  Bpena
Y TIPUHAMAEMBIX OIIEPaTOPOM Mep, HAIPaBICHHBIX Ha 0OeCIeYeHHEe BBHIMOJHEHUS 00S3aHHOCTEH, MPEayCMOTPEHHBIX
®enepanbHbIM 3aKoHOM Ne 152-03;

o3HakomiteHue pabotHHkoB ['BOY Jlumeit Ne 554 IIpumopckoro paiiona Cankr-IletepOypra, HemocpeacTBEeHHO
OCYILECTBIIAIONIMX 00pabOTKY MEPCOHATBHBIX JAaHHBIX, C MOJOXKCHUAMHU 3aKOHOJATeIbCTBa Poccuiickoit denepanuun
0 IepCOHAJBbHBIX JaHHBIX, B TOM 4YHCIE TpeOOBaHMAMH K 3alllUT€ IEPCOHANBHBIX JaHHBIX, IOKYMEHTaMH,
onpeznensommmu  TpeboBanus ['BOY Jluneir Ne 554 Tlpumopckoro paitona Cankt-IleTepOypra B OTHOIIEHHH
00paboTKY MEepPCOHANBHBIX JaHHBIX H 00y4eHHe, TPH HE0OOX0AMMOCTH, yKa3aHHBIX PAOOTHUKOB.

ObecnieueHre 0€30MACHOCTH MEPCOHATBHBIX JaHHBIX JOCTHTACTCS, B YaCTHOCTH:

oTpesielIeHueM yrpo3 u HapymuTenei 0e30macHOCTH HEePCOHATBHBIX JTAaHHBIX
npu uX 00paboTke B MHPOPMAIIMOHHBIX CHCTEMAX MIEPCOHAIBHBIX JAHHBIX;

oIpeieIeHuEM YpOBHS 3alIUIIEHHOCTH MEPCOHAIBHBIX JIAaHHBIX B COOTBETCTBUU
¢ tpeboBanusimu [locranosnenus [IpasurensctBa Poccuiickoit @enepannu ot 01.11.2012 Ne 1119 «O06 yTBepxneHnn
TpeboBaHunit K 3aIuTe HNEePCOHATbHBIX JITaHHBIX IpH ux obpaboTtke
B MH(OPMAITMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX);

MPUMEHEHUEM MPOIIEAINX B YCTAHOBIEHHOM IOPSJIKE MPOLENYPY OLEHKH COOTBETCTBHS CPEACTB 3alllUTHI
nHpOpMaLNY;

oleHKON 3((GEeKTHMBHOCTH NPUHMMAeMbIX MeEp [0 3al[UTe I[EePCOHANBHBIX JaHHBIX JI0 BBOJA
B DKCITyaTaluio HH(GOPMAIIHOHHON CUCTEMBI IEPCOHATBHBIX JAHHBIX;

BOCCTAaHOBJICHHEM NEPCOHATIBHBIX JAHHBIX, BCIECACTBHE MOMYUYCHUS HECAHKIIMOHUPOBAHHOTO JIOCTYIIA K HUM;

YCTaHOBJICHHEM MIPaBUI JOCTyIa K MEePCOHATBHBIM JTAaHHBIM, obpabaTbIBaeMBIM
B MHQOPMAIMOHHBIX  CHCTEMax  IEPCOHAJBHBIX  JAaHHBIX, a  TaKKe  OOECIeUYCHHEM  PEerucTpanuu
U ydera BCeX NEHWCTBHH, COBEPIIAEMBIX C NMEPCOHAIBHBIMH JaHHBIMH B MH(GOPMAIIMOHHBIX CHCTEMaXx IEPCOHAIbHBIX
JIaHHBIX;

KOHTPOJEM 3a NPUHMMAEMBIMH MEpPaMU MO0 3alllUTe MNEPCOHANBHBIX JaHHBIX U OMNPEAEICHHOIO YpPOBHSA
3alIUIIEHHOCTU nH(POPMAMOHHBIX cucreMax HNEPCOHANBHBIX JIAaHHBIX B mpouecce
€€ dKCILTyaTaluy.

5 OCHOBHBIE TPEBOBAHUS K ITIPOIIECCAM OBECHEUYEHUS THO®OPMAIIMOHHOM
BE3OIMTACHOCTHA

MeTtoanyeckoe pyKOBOJCTBO, pa3pabOTKy pemeHHH Mo 3aImuTe MH()OPMAINH, COTIaCOBaHKE BHIOOpa CPEACTB
BBIYHMCIINTEIHHOW TEXHUKH, NPOTPAMMHBIX M MIPOTrPaMMHO-ANINAPATHEIX CPEACTB 3alIUThl HHYOPMAIINH, OpTaHU3aLNIo
paboT 1O BBISBICHHIO BO3MOXKHOCTEH M IPENYIPEXXICHNIO YTEUKH U CBOMCTB 3alMIIaeMOi HHPOPMAIHH, aTTECTALHIO
00bEKTOB HMH(pOPMATH3AIMK OCYIIECTBIAIOT KOMIIETEHTHbIE CTPYKTypHble noapasznenenus ['BOY Jluneir Ne 554
ITpumopckoro paiiona Cankr-IlerepOypra.

dusnyeckas 6e30MaACHOCTD

IIpunsThle OpraHM3allMOHHBIE W TEXHUYECKHWEe Mepbl 1o 3amure nomemeHud I'BOY Jlumeit Ne 554
IIprmmopckoro pationa Cankt-IletepOypra, cepBepHOro W KOMMYTalMOHHOTO OOOPYZOBAaHHS, aBTOMAaTH3UPOBAHHBIX



pabounx MecT mosib3oBareneit mHGopMmammoHHBIX cucteM [BOY Jlumeir Ne 554 Tlpumopckoro paiioHa CaHKT-
ITerepOypra o0ecIeunBaIOT PeATU3AIHIO CISAYIONTUX MEp TI0:

pasrpaHndeHuio aocTyna pabotHukoB B momemnieHus ['BOY Jlumeit Ne 554 Tlpumopckoro paitona CaHKT-
[lerepOypra B COOTBETCTBHUH C UX MTOJHOMOYHSAMHU U TOJDKHOCTHBIMH 005S3aHHOCTSIMH;

peructpanuyu (pakToB BXo/a paOOTHUKOB B IOMELICHHUS B KOTOPBIX BEIETCS 00pabOTKa MEPCOHAIBHBIX JaHHBIX;

KOHTpOJHpyeMoMy TpeObBaHui0 TocTopoHHHX Jull B [BOY Jlumeit Ne 554 Tlpmmopckoro paiiona CaHKT-
[lerepOypra B momeleHusi, B KOTOPHIX BeaeTcs oOpaboTka MH(OpManuy OrpaHWYEHHOTO JOCTYyINa U Pa3MELICHBI
annapaTHbIE CPelICTBA HH(OPMAIIMOHHOW CUCTEMBI;

OpraHM3aliK peXXUMa KOHTPOJIMPYEMOT'0 BHOCA/BBIHOCA CPEICTB 00paOb0oTKH HH(OPMALIUH.

[omemenuss 'BOY Jluueir Ne 554 Ilpumopckoro paiiona Cankr-IleTepOypra momkHBI OBITH 000pPYIOBaHBI
JIETEKTOpaMH OTHS M JAbIMa, OTHETYIIUTENSIMH, CUCTEMaMH KOHAWIMOHUPOBAHUS BO31yXa, CPEACTBAMU OXPaHHO-
MOKapHOW CUTHAIM3ALIUH.

OcHoBHOE cepBepHOE W KoMMyTannonHoe obopynosanne I'BOY Jlumeit Ne 554 [Ipumopckoro paifoHa CaHKT-
[lerepOypra HOKHO OBITH 3ALIUIIEHO OT IEpeOOEB B MOJAYE SIICKTPOIHEPTHH ITyTEM MOIKIIOYEHHS K AIIEKTPOCETHU C
MpPUMEHEHHEM UCTOYHUKOB OecriepeOOofHOT0 MUTaHUS U Pe3epBHOTO TU3eNb-reHepaTropa. Mcrounnku 6ecrepeboiHOTo
MUTAaHUS HEOOXOINMO PEeryisipHO TECTHPOBATH W TPOBEPSATh YHOIHOMOYCHHBIM paborHuKam ['BOY Jlumeit Ne 554
IIprmmopckoro paiiona Cankt-IlerepOypra B COOTBETCTBHH C pEKOMEHIAIUSMH ITPOU3BOINATEIS.

[lopraTuBHBIE TEXHHYECKHE CpPEACTBA HE MOJDKHBI OCTAaBAaTHCS 3a MpeaelaMu KOHTpoimpyemou 30HBI [BOY
JIuueii Ne 554 TIpumopckoro paiiona Cankt-IlerepOypra 6e3 kKoHTpoIst co cTopoHbI padotHukoB ['BOY Jluneit Ne 554
ITpumopckoro paiiona Cankr-IlerepGypra.

Be3zonacHocTh Ha paGoyeM MecTe

3ampemiaeTcss  BECTHM  3allUCh  Hapojied B OTKPBITOM  BHAE HAa  MaTepUalbHBIX  HOCHTEJH,
3a HCKJIIOUEHHEM CITy4aeB, periIaMeHTUPOBAHHBIX METOJIOB XpaHEHHUS.

JlokyMeHTBI ®W  HOCHTENM C  HWH(OpMamWed  OTpaHMYCHHOTO  JOCTyNa  JOJDKHBI  yOMpaTbcs
B  oledaTeiBaeMble  mecrta  (ceddpl, mkapel W T.OIL), TOpH  yxome C  paboyero = Mecra.
Ha aBromartm3upoBanHOM pabouem Mmecte Ilonp3oBarens pabGodas ceccusi HODKHA OBITH IpepBaHa, pabO4Mil CTOJ
3a050KHpoBaH. Bxos monp30BaTens B CHCTEMY HE JOJDKEH BBIIOJIHATHCS aBTOMAaTHIECKH.

JlokyMeHTHI, cofeprkaiie HHGpOpManuio OrpaHHIEHHOTO AOCTYIa, JOJDKHBI Cpa3y M3bIMaThCs M3 MEYaTarONINX
ycTpoicTB. [ yTunusanuy KOHQHUICHINATBHBIX JTOKYMEHTOB, TOJDKHBI HCIIONIBb30BaThCSl YHHUTOXKUTEIH JOKYMEHTOB
He HiKe 4 ypOBHS IO CTaHIApTy 0€30MaCHOCTH, IPUMEHIEMOMY K YHHUTOXHUTEISIM JOKYMEHTOB.

[Tpu ucrnonb30BaHUU MOOHMIIBHBIX TEXHHYECKUX CPEICTB HEOOXOJMMO COOJIOJATh JIONOJHUTEIBHBIE MEPHI 110
periiaMeHTaLK ¥ KOHTPOJIIO HCIOJIb30BaHuUs B MHOOPMALIMOHHOM CHCTEME MOOMIIBHBIX TEXHUUECKHX CPEZICTB.

HaxoxxneHue mnpeacTaBuTeneil OPHUAMYECKHUX JIHII B paMKaxX MCIOMHEHHUS JOTOBOPHBIX 0053aTENbCTB B
MOMEIICHUSIX B KOTOPBIX BeaeTcs 00paboTka MHGOpPMAalMU OTPaHUYEHHOI'O JOCTyNa HH(GOPMAIMOHHOW CHCTEMBI,
BO3MOXKHO TOJILKO B COMpOBOKAcHWU paboTHuka ['BOY Jluneit Ne 554 Ilpumopckoro paiiona Cankt-IletepOypra
JIOITYIIIEHHOTO 110 00pabOTKU TaKoH HH()OPMAIIHH.

Pasmemnienne TeXHUYEeCKUX cpelcTB BhIBona mH(popMarmu B noMemeHusx ['BOY Jluneir Ne 554 IIpumopckoro
paiiona Cankr-IletepOypra mnpoOM3BOIUTCS C YYETOM MCKIIOUYCHHS BO3MOXKHOCTH BH3yaJbHOTO IPOCMOTpa
nH(pOpMaLMK TOCTOPOHHUMH JINIIAMH 1 paOOTHHKAMU, HE JOMYIICHHBIM K paboTe ¢ JaHHOH nH(popManne.

TexHn4ecKkre CpeACTBa JOJDKHBI Pa3MEINAaThCsl MU XPAHUTHCS TaKUM 00pa3oM, YTOOBI COKPAaTHUTh BO3MOKHBIH
PHCK TIOBPEXJCHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

TexHnuyeckoe 00cTy:;KUBaHUE 000PYAOBAHNUS

Texunueckue cpenctsa ['BOY Jlumeii Ne 554 Tlpumopckoro paiiona CankT-IleTepOypra H0JDKHBI MPOXOAUTH Ha
PEryJIspHOM OCHOBE CEPBUCHOE OOCITY>)KUBAaHHE B COOTBETCTBHH C PEKOMEHAALUSIMHE IIPOU3BOANTENEH 000pyJ0BaHUS.

PeMOHT u cepBHCHOE OOCIy)XHBaHHE OOOPYIOBaHHS JOJDKHBI BBINOJHATHCS TOJBKO KBAJTHM()HUIMPOBAHHBIMU
CHENHAINCTAMH.

Texundeckoe 0oOcIyXnBaHHE O00OpPYJOBaHMS CTOPOHHMMH OpPraHU3alMsIMHM HE JIOJDKHO HPHUBOAUTH K PHCKY
HapyIIeHUs KOHHUICHINATBLHOCTH 3alUIIaeMoi HHPOPMAIHH.

B3aunmopeiicrBue ¢ TPeTLUMHU JIULAMU

B mensx obecnieyenus nHpopmannonHoi OezomacHoctd ['BOY Jlumeit Ne 554 Ilpumopckoro paiiona CaHKT-
[etepOypra npu B3aUMOJIEHCTBUI
C TPETHUMH JIMLIAMH JI0JDKHO BBITIOIHATH CIEAYIOINE MEPOIIPHUSTHS T10:

3aKJIFOYCHNIO0 COTJIAIIEHHSI O HepasralleHuH WH(DOPMAIMM OTPAaHWYCHHOTO JOCTYMa MOJTYYeHHOW B XOZe
WCTIOJTHEHUSI TOTOBOPHBIX 00sI3aTEIHCTB;

OCYILECTBIICHHIO KOHTPOJIS 33 ACHCTBUAMH MPEACTaBUTEICH KOHTPATEHTOB B MpeAeiax KOHTPOIUPYEMOH 30HBI
T'BOY Jluneii Ne 554 Tlpumopckoro paiiona Cankr-IletepOypra.

YupagJieHue ;KU3HEHHBIM HUKJIOM HH()OPMALHOHHBIX CHCTEM

MeponpusaTrs B mporecce XU3HEHHOTo IuKiIa nHpopMauoHHbIX cucteM [ BOY Jlumeit Ne 554 ITpumopckoro
paiiona Cankr-IletepOypra qOKHBEI OBITH HaIlpaBJIeHbl HA OOecHeYeHne 3aIUThl HH(OPMAIK TIPH BBOJIE B ACHCTBUE,
9KCIUTyaTalllK, CONPOBOXKAECHNH U MOJIEPHHU3AINH, BBIBOJIA U3 SKCILTyaTalllH.

OcHoBaHMeM TIpH pa3paboTke MHGOPMAIMOHHBIX CHUCTEM JOJDKHBI SBJIATHCS PEIICHUS NPHHATHIE Ha CTaJuH
(hopmupoBaHus TpeOoBaHNUH, coJieprKariye TpeboBaHus B TOM qHcIe
10 CHCTEME 3aIINUThl HH(POPMAIHH.



JIro6oe miaHuMpyeMoe K BHEAPEHUIO M3MEHEHHE MH()OPMALMOHHON CHUCTEMBI NPEABAPUTEIBHO NOIKHO OBITH
MPOAHAIM3UPOBAHO HAa COBMECTHMOCTh M OTCYTCTBHE HAapyHIEHHH pabOTOCIOCOOHOCTH CHCTEMHBIX KOMIIOHEHTOB B
TOM YHCIIE CPEACTB 3aIUTH HHPOPMAIHN.

PaboTel mo MonepHHM3anMKM HHPOPMAIMOHHOW CHCTEMBI, B TOM 4YHCJIE IO YCTAaHOBKE IPOrPaMMHOTO
obecrieueHNsI 1 OOHOBIICHUH, JOJDKHBI IIPOBOANUTECS B Hepabouee BpeMst WIIH BpeMsl HanMeHbIIel paboueii Harpy3Ku.

IIpn BEIBOZE M3 OSKCIUTyaTallMd WH()OPMAIMOHHBIX CHCTEM JIODKHO OOECIeUuMBATHCS TapaHTHPOBAHHOE
yraneHue o0OpabaTeiBaeMOM M XpaHMMOM B HHMX HH(GOPMAalMHM C HCIHOJB30BAHUEM CPEACTB T'apaHTHPOBAHHOTO
YHUYTOXXEHUS HHPOPMAIIUH HIIH ITyTeM (PU3MYECKOT0 YHUUTOXKEHHsI HOCHTEIIei HH(pOpMAaIHH.

Bce mpouenypsl obecriedeHus 3amutel HHGoOpMalmu, ycranosiaeHHsle B 'BOY Jluneir Ne 554 IMpumopckoro
paiioHa Cankr-IlerepOypra
B OTHOUICHHH MH(OPMAIMOHHBIX CHUCTEM, JOJDKHBI BBHINOJIHATHCS U KOHTPOJIHMPOBATHCS OTBETCTBEHHBIMH JIMIIAMU 32
OpraHM3aIyio paboT Mo 3aIuTe HHPOPMALHH.

KonTpoJs gocryna k MHGpOpManuoOHHBIM CHCTEMaM

Bcee paborauku ['BOY Jlumeit Ne 554 Ilpumopckoro paiiona Caskt-IletepOypra, momymieHHBIE K paboTe ¢
MH()OPMALMOHHBIMHA CHCTEMaMU HECYT IEPCOHANBHYI0 OTBETCTBEHHOCTh 3a HAPYIICHWS YCTAHOBICHHOTO IOPSIKA
00paboTku MHpOpMAITHH.

YpoBeHb moTHOMOYHI TONB30BaTeNs B nHpopMarmoHHoi cucteme I'BOY Jlumeit Ne 554 ITpumopckoro paitoHa
Cankr-IlerepOypra 10KeH ONPEEISATHCS B COOTBETCTBHH C €T0 TODKHOCTHBIMH 0053aHHOCTSIMH.

Hoctyn nonb3oBatened k mHdopmannoHusiM cucremam ['BOY Jluueit Ne 554 Tlpumopckoro paiioHa CaHKT-
[TerepOypra moJKeH KOHTPOJIUPOBATHCS aIMUHUCTPATOPOM HH(POPMAIIMOHHON CHCTEMBI.

OcyIiecTBI€HHE PETYSIPHOIO KOHTPOJISA BBITMONHEHUS OpraHU3allMOHHO-PACHOPSIIUTENbHBIX JTOKYMEHTOB,
KacalolIMXcsl periiaMeHTauun jgomnycka pabotaukoB ['BOY Jlunei Ne 554 INpumopckoro paiiona Cankr-IlerepOypra
MH(OPMALMOHHBIM CHCTEMaM.

NnenTuduxanus u ayreHTugpuKanus

Hoctyn nmonp3oBaTenel kK MHGOPMAIIMOHHBIM CHCTEMaM JOJDKEH HPEIOCTAaBISATHCS TOJIBKO IOCIHE YCIEITHOTO
3aBEPUICHUS UACHTU(DUKALNY, ayTeHTH()UKAIIHH.

[omydenne monbp3oBaTeNeM MMEHH B MH(GOPMAIIIOHHONW CHCTEME U Mapoiisi, KOTOphIe 00eCIeunBaioT JOCTYIl K
MHQOPMAMOHHON cHuCTeMe, JOJDKHO OCYIIECTBILITBCS 110  IIPEACTABICHHIO PYKOBOAUTENS CTPYKTYPHOTO
MOApa3IeIICHHUS.

Yupasienue 10cTynom

B T'BOY Jlumeit Ne 554 Tlpumopckoro paiiona Cankt-lIlerepOypra DODKHO OCYIIECTBIISATHCS YIpPaBICHUE
JOCTYIIOM K HWH(OPMAIMOHHON CHCTEME IOCPEICTBOM peali3alul HEeOOXOJUMBIX METOJNOB, THIIOB W MpPaBHUII
pasrpaHUYCHUsT JOCTyIa Mojb3oBareinssM uHpopMmarmoHHoi cucrembl ['BOY Jluneir Ne 554 Ilpumopckoro paiiona
Cankr-IlerepOypra. B Tom ymcne obOecriedeH 3amUIICHHBIH yIaJeHHBIH JNOCTYN CYOBEKTOB JOCTyNa K OOBEKTaM
JIOCTYyIIa uepe3 BHEIIHUE HH(POPMalMOHHO-TEIEKOMMYHHKAIIMOHHBIE CETH.

Be3onacHocTh npu pa6ore ¢ HOCUTEIAMHM HHPOPMALMHU

Paborauku 'BOY Jluneir Ne 554 IMpumopckoro paiiona Cankr-IlerepOypra MOMKHBI HCHOJB30BaTh TOJBKO
YUYTCHHBIE CHEMHBIC MAIIMHHBIC HOCUTENH HWH(GOPMALMM IS BBHIIOJHEHHWS CBOMX JOJDKHOCTHBIX OOS3aHHOCTEH.
Hcnonp3oBaHne CheMHBIX MAIIMHHBIX HOocuTenel mHpopMmanmu B [BOY Jlumeir Ne 554 IIpumopckoro paiiona CaHKT-
[erepOypra B MHBIX LEISIX CTPOTO 3alpPELIEHO.

CheMHbIe MalIMHHbIE HOCUTEIH WHPOPMAIMU JOJDKHBI XpPaHUTCS B OIlEYaThIBAEMbIX IIKadax, B TOMEIICHUAX B
KOTOPBIX IpelycMOTpeHa 00paboTka HHPOPMAIMK OrPaHUYEHHOTO JI0CTYIIA.

B ciyuae kpaku WM NMOTEPH ChEMHOTO MAIIMHHOTO HOCHTENS MH()OPMAIMH, a TaKKe WHBIX HHIWICHTOB,
KOTOpbIE MOTYT NPHUBECTH K HApYIIEHHIO CBOMCTB HMH(GOpPMAaIMM OTPaHHYEHHOTO AOCTYNa, JOJDKHBI IPOBOAUTHCS
MEPOTPHUATHS TIO PACCICAOBAHHIO TAKUX HHIIUACHTOB.

IIpu BBIBOZE W3 IKCIUTyaTalliM ChEMHOTO MAIIMHHOTO HOCHUTENs MH(OpMAIMM, BCE JaHHBIC, XpaHsIUecs Ha
HEM, JOJDKHBI OBITh Y/AaJeHBbl ONpENeNICHHOW KOMHCCHEH W3 4Ynciia pabOTHHKOB, CPEICTBOM TIapaHTHPOBAHHOTO
YHHYTOXEHUS] HHPOPMAIHH.

@akT yHHYTOXEHHS MH(POPMAIMM Ha ChEMHOM MAIIMHHOM HOCHTeNle MHpopManuu (Gukcupyercs B akre 00
YHHYTOXEHUH NH(OpManK CO CbeMHOTO MAIIMHHOTO HOCUTENS HH(pOpManny.

Perucrpanus codbITuii

B I'BOY Jluneit Ne 554 Ilpumopckoro paiiona Caskr-IletepOypra JODKHA OCYIIECTBIATHECS PETHUCTPAINH
coOBITHI 6e3omacHOCTH
Ha BceX KOMIOHeHTax nHpopMannoHHbX cucteM ['BOY Jlumein Ne 554 TIpumopckoro pationa Cankr-IletepOypra, B
KOTOpBIX 0OpabaTeiBaeTcs 3amuIiaeMas HHHOpMaIIns.

AHTHBHPYCHas 3aLUUTA

B nmensax oO6HapyXeHHs M yCTpaHEHHUS BpeZOHOCHBIX mporpamm B I'BOY Jlnmeit Ne 554 ITpumopckoro paiioHa
Cankr-IlerepOypra 10JKHBI HCIIOIB30BATHCS CPEICTBA AaHTUBUPYCHOM 3aIIUTHI HH(OPMAITHH.

OO0s13aTeIbHOMY KOHTPOJIIO CPEACTBOM aHTHBMPYCHOW 3alMThl MHGOPMALMM JOJDKHA MOAJEkaTh Jo0as
nHdopmanus (TekcToBble (ainbl T00BIX (opMaToB, (aiyibl JAHHBIX, HCIIONHSIEMBbIE (aiyibl), IMOIydaemas |
nepeaaBaeMas o JIOKaIbHOHI BBIUUCIIUTENLHON ceTu
B TOM YHCJE M CETSIM OOIIEero IOJIb30BaHMA, a Takke MH(POpPMAIMs, XpaHnMas Ha ChEMHBIX MAaIIMHHBIX HOCHUTEIX
nHpopManuy.



IIpn ycraHOBKE IPOrpaMMHOrO OOECIEUYECHHUs WIM ero OOHOBJICHHS Ha CEBEpHOE OOOpYAOBAHUE HOJIKHA
aBTOMATHUYECKH BBINIOJHATHCS MpEABAapUTEIbHAS IPOBEPKA JAHHOTO INPOTPAMMHOIO OOECIEUYCHUS] Ha OTCYTCTBHE
BPEIOHOCHOTO POTPaMMHOT0 00€eCTIeUeHHS.

OO6HoBiIeHNEe 0a3 CHTHATYp [UIA CPEICTBa AHTHBHPYCHOW 3alIWTHl WHQOPMAIWU HOIDKHBI OOHOBISATHCS
€)XKE/THEBHO.

[onp30BaTenn 6e3 mpaB aJIMIHHCTpaTopa NH(POPMAIIMOHHON CHCTEMBI
I'BOY Jluneit Ne 554 TIpumopckoro paiiona Cankt-IleTepOypra He JOIKHBI KIMETh BO3MOXHOCTD TTOJIyYEHHUS AOCTYIIa
K KOH(Urypanuy aHTUBUPYCHOTO CPEACTBA 3aIlIUThI WX €T0 OTKIIIOYEHHS.

KonTpoJ1b 3a11MiieHHOCTH TTepCOHATBHBIX TAHHBIX

B nensax MCKITIOYEHUS SKCIUTyaTalluy ySI3BUMOCTEH IPOrpaMMHOT0 00ecIieueHHs TOJDKHBI IPOBOJMUTCS PabOTHI
o BBISIBJICHUIO, aHaIM3y YSI3BUMOCTEN nH(OPMAIIMOHHOK CUCTEMBI
U ONEepaTUBHOE YCTPAaHEHHE BHOBb BBIABJICHHBIX Yys3BUMOCTeHl. B ToM wucie opraHu3anus KOHTPONIS YCTaHOBKHU
O0OHOBIICHHS IPOTPAMMHOTO 00ECTICYeHHS BKITIOUAst CPEACTB 3alIUTH HHPOPMALUH.

Hcnonb30BaHue NPOrpaMMHOIo odecnedeHust

Br16op mporpammuOro obecneueHus s npon3BoaAcTBeHHBIX HY k1 [ BOY Jlumeit Ne 554 [Ipumopckoro paifoHa
Cankr-IlerepOypra IOMKEH NpPOM3BOIUTHECS B NPHOPUTETE K OTEUECTBCHHOMY, BHECEHHOTo B EamHbIl peectp
POCCHICKHX MPOTPaMM JUIsl 3JIEKTPOHHBIX BBIUYMCIUTENBHBIX MAallNH U 0a3 JaHHBIX. B ciygae oTcyTcTBHS aHaiora B
Ennaom peectpe poccuiickux porpamMmm TSt 3JIEKTPOHHBIX BBIYHMCIATEIBHBIX MaIluH
1 0a3 JaHHBIX JOIYCKAETCs UCIOIb30BaTh MPOrPaMMHOI0 00ECIIeYeHNE HMITOPTHOT'O IIPOU3BO/ICTBA.

Hcnoan3oBaHue cpecTB KPUNTOrpaduyeckoi 3auThl HHGOpManun

OOecrieueHre  3amuThl  MHOOPMALMKM  OTPAHMYCHHOTO  JIOCTYNa  OT  pacKpbITHsi, MOAU(GUKALUH
M HaBs3bIBaHWS  (BBOJa  JIOKHOW  MHGoOpManmMu) TOpd ee  nepegade  (IOArOTOBKE K mepenaue)
[0 KaHalaM CBSI3M, UMEIOIIKMM BBIXOJ 3a INpeJesibl KOHTPOJIUPYEMOH 30HBI oOecrednBaeTcsi NPUMEHEHHEM CPEICTB
KpHNTOTpahUIeCcKOi 3aUThl HH(OPMAIHH.

IIpuobperenne cpencts kpunrorpaduaeckoit 3ammurel uHbopMmanuu ['BOY Jlumeit Ne 554 Ilpumopckoro
paiiona Cankrt-IlerepOypra ocymecTBiIsieTCss Ha OCHOBAaHMM JOTOBOPOB M KOHTPAKTOB C JHMIAMH HMEIONINMHU
nevictBytomyto juneHsuio ®Cb Poccum Ha OCyIIECTBIGHHE [ESTENFHOCTH MO pa3paboTKe, INPOM3BOACTBY,
pacipocTpaHEeHHIO MM POBATBHBIX (xpunrorpaguyecknx) CpPEACTB, MH()OPMaMOHHBIX CHCTEM
U TEICKOMMYHHKAIIMOHHBIX CHCTEM, 3aIIMIICHHBIX C WCIOJIb30BaHWEM INU(PPOBANBHBIX (KPHITOTPA(YUIECKHX)
CPE/CTB, BBHINOJHEHUIO paboT, OKa3aHMIO YCIyT B 001acTH MK(pPOBaHUs HHPOPMAIMU, TEXHUYECKOMY 00CIY)KUBaHHIO
MM(GPOBAIBHBIX (KPUNTOrpagUYecKUX) CpelncTB, WHPOPMAIMOHHBIX CHCTEM W TEJICKOMMYHHKAI[HOHHBIX CHCTEM,
3alIMIIEHHBIX C UCIOJIb30BaHHEM MIM(PPOBAIBHBIX (KPUNTOrpapUYECKUX) CPEACTB (32 HCKIIOYEHHUEM CIydas, eCIH
TEXHHYECKOE OOCHy)XMBaHHE IIU(PPOBAIBHBIX (KpUNTOrpapUYecKuX) CpeicTB, HHPOPMAIMOHHBIX  CHCTEM
U TEICKOMMYHHKAIIMOHHBIX CHCTEM, 3alUIIEHHBIX C KCIOJIb30BaHUEM IIHU(PPOBAIBHBIX (KPUITOrpapUIecKuX)
CPE/CTB, OCYIIECTBJISETCS s O0ecHeYeHus COOCTBEHHBIX HYXK[ IOPHUAMYECKOr0 JHIA WIM WHIUBHIYAILHOTO
HpeANPUHAMATEI).

B  memsx  oprammzammm M oOecHeYeHMH ~ Ilepefayd  HMHPOpPMAnMM [0 KaHalaM  CBS3U
C HCIOJB30BaHWEM CPEACTB KpUNTOrpadMuecKod 3amuThl WHGOpMAanWM, a TakKe BBIOJHEHUS JIMIIEH3MOHHBIX
tpeboBanuiit ®Ch Poccun B I'BOY Jlumeit Ne 554 Ilpumopckoro paiiona Cankr-IletepOypra momkeH OBITH CO3HaH
OpTraH KpUNTOTrpa(uIecKoi 3alHThI.

Hopramersie pemenuss ['BOY Jlumeit Ne 554 Ilpumopckoro pairiona Cankr-IlerepOypra ¢ BO3MOXHOCTBIO
JIOCTyNa C ceTeil OOILIero MoJb30BaHMs JOJDKHBI B NPHOPUTETE pPa3padaThiBaThCs C OpraHU3alyell 3alluIeHHOr0
KaHaJsa ocpeacTBoM npotokona TLS ¢ moanepxxkoit anroputmos I'OCT 34.10.

HcnoJsib30BaHNe 3JIEKTPOHHOM MOYTHI

DJeKTpoHHas 1ovTa JOJKHA Hcnoib3oBatees B I'BOY Jlureit Ne 554 Tlpumopckoro paitona Cankr-IlerepOypra
C LeJIbI0 OpraHu3alui OOMeHa 3JICKTPOHHBIMHU COOOIICHUSMHU MEX1y PaOOTHUKAMU U CyObeKTaMH WHPOPMAIMOHHON
6e3omacHocTH.

[Ipn ucnonb30BaHMM AJIEKTPOHHO MOYTHI 3aIpENaeTCs:

oOMeH uHpopMaryei Ui ciykeOHOTo MOoJIb30BaHus, a TakXkKe HH(POpMAIeH OrpaHHueHHOTO JI0CTYIIa;

MPE/IOCTaBIICHNE IOCTYMA K 3JIEKTPOHHOW IOYTE C MCIOJIb30BAaHWEM JIAaHHBIX CBOEH yYETHOW 3alMCH TPETHUM
JHLaMm;

MyONMMKalMsl  CBOETO  CIIy)KEOHOTO  ajpeca  BJIEKTPOHHOM  MOYTHI B OJJIEKTPOHHBIX  KaTaJlorax,
Ha IOWCKOBBIX MAIIMHaX M JAPYTHUX pecypcax ceTh MHTepHET B IensAx, HEe CBA3AHHBIX C HCIOJTHEHHEM CBOWX
JIOJDKHOCTHBIX 00513aHHOCTEH;

MOJIHCKA O 3JEKTPOHHOW MOYTEe Ha pPa3MUYHBIE pPEKJIaMHBIE MaTepHajbl, JHCTHI PACCBUIKH, JICKTPOHHBIC
KYPHAJIBI U T.JI., HE CBSI3aHHBIC C BHIIIOJIHEHUEM TI0JIb30BaTEIEM JOJKHOCTHBIX 00S3aHHOCTEI;

OTKpBITHE (3amyck Ha BEITIOJTHEHHE) (aitnos, IIOJIy4YEHHBIX 1o 3JIEKTPOHHOU oure
WIIH U3 pecypcoB ceTu MHTepHeT, 6e3 MpeaBapuTeIbHOW MIPOBEPKH X aHTUBUPYCHBIM ITPOTPAMMHBIM 00€CTIEYeHHEM.

Pabora B ceTsix 0011ero noIb30BaHAS

I'BOY Jluneit Ne 554 Ilpumopckoro paiiona Cankrt-IlerepOypra ocraBisier 3a co0Ooii mpaBo OJOKMPOBATH WU
OTpaHWYMBATh JOCTYI pabOTHHKAM K CETSM CBs3M OOIIEro IoJb30BaHMs, B TOM 4Hcie cetn MHTepHeT, conepkaHue
KOTOPBIX HE MMEET OTHOLICHUS K MCIIOJIHEHHIO JIOJDKHOCTHBIX 00s3aHHOCTEH, a Takke K MHQOPMalMOHHBIM pecypcam,
CoJIepKaHUe 1 HalPaBJIEHHOCTh KOTOPBIX 3alpelleHbl 3aKoHoAaTeIbcTBOM Poccuiickoit denepannu.



Nudopmanms o mocemaeMbix padbotaukamu ['BOY Jluneit Ne 554 Tlpumopckoro paiiona Cankr-IletepOypra
MH()OPMALMOHHBIX PECYPCOB MPOTOKOIUPYETCS AJS MOCIEAYIOMETO aHaln3a M, NP HEOOXOIMMOCTH, MOXET OBITH
MpelCTaBJIeHa PYKOBOIUTEISIM CTPYKTYpHBIX ToJpa3fielieHuii, a Takke pykoBomutenmto ['BOY Jlumeirr No 554
IIprmmopckoro paiiona Cankt-IlerepOypra ams KOHTPOJIS.

IIpu ucnonb3oBanuu cety MIHTEpHET 3anpeieHo:

ucronb30BaTh npenocrasieHHsd [BOY Jlumeit Ne 554 Ilpumopckoro paiiona Cankt-IlerepOypra moctym B
ceTh VIHTepHET B JIMYHBIX LEJAX;

UCIIOJIb30BaTh HECAHKI[MOHWPOBAHHBIE MPOrpaMMHBIE M IPOrPaMMHO-ANINapaTHbIE CPEACTBA, MO3BOJISIOIINE
MOJIYYUTh HECAaHKIIMOHUPOBAHHBIH A0CTYN K ceTH MHTepHeT;

MyOJIMKOBAaTh, 3arpy’kaTh M PacIHpOCTPaHATh MaTEpPHANIbl COAEpIKalie HeJOCTOBEpHYI0 HHpopManuio o 'BOY
JIuueii Ne 554 TIpumopckoro paiiona Cankr-IlerepOypra, a taxke danscuduuuposats cBoii [P-agpec.

Pe3epBHOE KOMpPOBaHNEe H BOCCTAHOBJIEHHE TAHHBIX

OcymecTBIeHIE Pe3ePBHOTO KOIMPOBAHNUS JOIDKHO OCYILIECTRIITECS IS

nHpopManuu oopadaTeiBaeMOl Ha (ailIoBOM cepBepe U cepBepe MPIIIOKEHUH, HH)OPMAIIIOHHOH CHCTEMEI;

pabounx MecT aIMUHICTPATOPOB HH(POPMAIIMOHHON CUCTEMBI.

YacToTa M pEXHWM pE3EPBHOTO KONHMPOBAHMS YCTAHABIMBAIOTCS TaKMM 0OOpa3oM, dYTOOBI 0OECICYUTH
MHHUMAJIBHYIO MOTEPIO JAHHBIX U OTIEPATHBHOE BOCCTAHOBJICHHE.

HacTpoiika pe3epBHOT0 KOMMPOBAaHHUSA W BOCCTAHOBJIICHHS pecypcoB nH(opMarroHHbIX cucteM [ BOY Jlnmeii Ne
554 TIpumopckoro paiiona Cankt-IlerepOypra g0JKHBI IPOBOIUTE YHOIHOMOYeHHBIe paboTHukK 'BOY Jluneit Ne 554
ITpumopckoro paiiona Cankt-IlerepGypra.

PesepBHOE KOIIMPOBaHUE JIOJDKHO OCYILECTBIIATECS B ABTOMAaTHYECKOM pexume
c MPUMEHEHHUEM OTEYECTBEHHOI'O CIEHaTU3UPOBAHHOTO cpercTBa PEe3epBHOTO KOIIMPOBAHUS
C ICHCTBYIOIINM CePTH(PHUKATOM COOTBETCTBUS MO TpeboBanusaM OezomacHocTd uHpopmarn @CTOK Poccun.

6 OCHOBHBIE TPEBOBAHMS K ITIPOIIECCAM YIIPABJIEHUS HH®OPMAIIMOHHOMN
BE3ONNACHOCTBIO

MoHuTOopHHT MH(pOPMALIHOHHOM 0€301IaCHOCTH

Ha mocTostHHOH OCHOBE JOJDKEH HPOBOIUTHCS KOMIUIEKCHBIH aHanu3 (pyHKIMOHHUpPOBaHWA MH()OPMAIMOHHON
cucremsl [BOY Jluneii Ne 554 TIpumopckoro paitona Cankr-IlerepOypra U BOZHUKAIOIIUX COOBITUIH HH(OPMAIIMOHHOMN
6e3omacHOCTH.

[Tpoulecc MOHMUTOpUHra CHCTEMBI OOecredeHuss MHPOPMALMOHHOW OEe30MacHOCTH JOJDKEH BKIIOYATh B ceds
KOHTPOJIb OPraHU3alMOHHBIX M TEXHUYECKHX Mep IO 3aluTe WHPOpMAlMH, aHalM3 IapaMeTpoB KOHGUTYpaluu U
HACTPOWKHU CPEJCTB 3aIUTHI HHPOPMAIIWH.

I[Ipn  mpoBedeHWM  KOHTPOJNBHBIX  MEPONPHATHH,  CBS3aHHBIX C  OIGHKOM  pealu3aluud  Mep
mo 3amute wHpopmamum B ['BOY Jlumeir Ne 554 Ilpumopckoro paiiona Cankr-IlerepOypra, yImoiTHOMOYEHHBIE
PabOTHHKH JTOJDKHBI IPHAEPKUBATHCS CIEAYIOIINX TPUHIIUIIOB:

He HapymaTh ¢(yHKIHOHNpoBaHue nestenbHOocTH [BOY Jlumeir Ne 554 Tlpumopckoro paiiona CaHKT-
IerepOypra;

JIeCTBOBAaTh B COOTBETCTBHH C YTBEP)KICHHBIMH OPTaHH3aLMOHHO-PACTIOPSIIUTENLHBIMUA HoKyMeHTaMu [ BOY
JIuueii Ne 554 TIpumopckoro paiiona Cankr-IlerepOypra no 3amure HHbOPMaIHH;

HE CKPbIBaTh (DaKThI BBISIBICHHBIX COOBITHH MH(POPMAIIMOHHOW O€3011aCHOCTH;

0(GOPMIIATH OTUYETHI, MOATBEPIKIAIOIINE BRITIOJHEHNE MEPOIIPUATHI MO 3amuTe HHPOPMALUH.

Wudopmanus, [OJIy4YEHHAas B xoze IIPOBEICHUS KOHTPOJIUPYIOIIHX MEPOIIPUATHUIL
0 JeHCTBUSX, COOBITHAX M MapaMeTpax, UMEIOIINX OTHOIIEHHE K peajH3allMid Mep IO 3alfuTe MH(pOpMaluu, JOJDKHA
KOHCOJIUAUPOBATHCS u XPaHUTBCS B MecTax, HCKJIFOUYAOLINX MIOJIy4YEHUE

K Helf HeCaHKIIMOHUPOBAHHOTO JOCTYTIA.

MOHHUTOPHHT JaHHBIX O 3apErHCTPUPOBAHHBIX COOBITHAX HWH(DOPMALMOHHON 0E30IacCHOCTH  JOJIKEH
MPOBOJUTECS, 110 BO3MOXKHOCTH, C HCIIOJb30BAaHWEM CHCTEMBl MOHHMTOPHMHIA HHIIMJICHTOB HWH()OPMAaMOHHOM
6e3omacHocTH Wi BCTPOCHHBIX MEXaHH3MOB HaCTPOHKH u ayauTa coObITH
B IIPOTPaMMHBIX M IPOIpaMMHO-aNMapaTHBIX CPEJICTBAX, UCIIONB3yeMbIX B HH(opMaoHHoH nHppacTpykType [BOY
Jluneit Ne 554 TIpumopckoro paiiona Cankt-IlerepOypra.

Ynpasienue puckamu

OnpeneneHne  BHYTPEHHHX  TpeOoBaHMH 1o  3amuTe  WHOOpMAIMM,  JOJDKHBI  OCHOBBIBATHCS
Ha  pe3yiabTaTaX  MPOBEACHUS  aHAIM3a  PHCKOB  HAPYUICHWS  OCHOBHBIX  CBOHCTB  0€30MacHOCTH
Jutst uHGopmanroHHBIX pecypcoB ['BOY Jluneit Ne 554 TTpumopckoro paiiona Cankr-IletepOypra.

OCHOBOW OIIEHKH PHUCKOB JOJDKHA OBITH OIEHKA YCIOBHH M (PAKTOPOB, KOTOPHIE MOTYT CTaTh NMPHUYWHOU
HapyIIEHHs LEIOCTHOCTH, KOH(OUASHIMAILHOCTH U JOCTYITHOCTH JUIst MH(opManmoHHEIX pecypcoB ['BOY Jlunen Ne
554 TIpumopckoro paiiona Cankr-IlerepOypra.

PesynbpraToM npoBeNeHUs aHAJIM3a PUCKOB JOIDKEH OBITh pa3pabOTaHHBIH KOMIUIEKC Mep, HAalpaBJICHHBIX Ha
CHM)KEHHE BO3MOXXHOI'O HEraTHBHOI'O BJIMSHHUS Ha OCHOBHYIO aesitenbHOCTh ['BOY Jluneit Ne 554 Ilpumopckoro
paiiona Cankr-IlerepOypra npu peanuzaniy TOH WIM HHOK yrpo3bl 0€301acHOCTH HH(POPMAIMK U 00eCIIeYHBaIOIINX B
JlaNbHEHIIeM JJOCTaTOYHBIH YPOBEHb 3allUIIeHHOCTH MH(opMannoHHbIX cucteM ['BOY Jluneit Ne 554 ITpumopckoro
pationa Cankt-IletepOypra.



YnpagsJ/ieHue HHIUIEHTAMU HH(POPMALHOHHOI 6e30MacCHOCTH

Jlnst obecieuenust 3(HEKTUBHOTO pa3pelieHus] HHIMACHTOB WHpopManmoHnHoi 6e3omacHoctr B ['bOY Jlumeit
Ne 554 TIpumopckoro paiioHa Cankrt-IlerepOypra, MUHUMH3AIIMU TIOTEPh W YMEHBIICHUS PUCKA BO3HUKHOBECHHS
MOBTOPHBIX MHIUACHTOB JOJKHO OCYIIECTBIATHCS yIPaBICHHE HHIUICHTaMH HH(POPMAINOHHOH 6€30MacHOCTH.

Jis ynpaBieHns: HHIUIEHTaMHA WHPOPMAIMOHHOW 0€30T1aCHOCTH JOJKHA OBITh CO3[aHa CIIy’k0a MOHUTOPHHTA
W pearupoBaHMs Ha HMHIUACHTH WH(POPMAIMOHHONH O€30IacHOCTH, KOTOpas MOCPEACTBOM KOMIUIEKCA CPENCTB U
MEpOIPUSITUHI JUIst cbopa u KOHCOJIMIALIUH nHpopManuu
00 MHIMICHTaX pellaeT AaHHYIO 3aJady. B OTHOIIEHMM KaXIOro NpOM30LIEANIero HHIMICHTAa pabOTHHKAMHU W3
Ciry’KObl MOHUTOPUHIA W PEarnpoBaHUsl Ha MHIMICHTHl WHPOPMAIMOHHON 0€3011aCHOCTH JOJIKEH BBINOJHATHCS €ro
aHaIM3, ¥ pa3padoTKa 3PPEKTUBHBIX MEP PearupoBaHus Ha JaHHBIA HHIIUICHT.

Ayaut cuctembl o0ecniedeHust HHGpOPMANMOHHO 6e30MACHOCTH

B mensx oueHku Tekymiero ypoBHs mHpopmanuoHHOW Oe3omacHoctu I'BOY Jlumeit Ne 554 Ilpumopckoro
paiiona Cankt-IlerepOypra Ha peryJspHOI OCHOBE JOJDKEH MPOBOAUTHCS ayIUT HH(POPMAIIMOHHOW 0€30T1aCHOCTH.

BryTpeHHHE ayIuTHl TOIDKHBI BRIMOTHATECSA padoTHrKamu [ BOY Jlumeit Ne 554 Tlpumopckoro paifona CaHKT-
[lerepOypra. B uncmo 3amadq, pemaeMbIXx NIpH NPOBEACHUHM BHYTPEHHHX ayJUTOB MH()OPMaIMOHHON OE€30MacHOCTH,
BXOJIAT:

cOop W aHaNU3 MCXOTHBIX MAHHBIX 00 OPTaHM3AIMOHHON M (PYHKIMOHAIBFHOW CTPYKType HH(OPMAITHOHHBIX
CHCTEM, HEOOXOJUMBIX ISl OLICHKH COCTOSHHS CHCTEMBbI 3aIIUThl HHPOPMAINH;

aHaJIM3 YTBEPXKJICHHBIX OPraHU3allMOHHO-PACIOPSIUTENBHBIX JOKYMEHTOB O 3aliTe HHPOPMAIMY Ha IPEIMET
UX TOJHOTHI M 3 (heKTHBHOCTH, a Takke GpopMUpOBaHKHE PEKOMEHIAIMH MO X TOPaOOTKE WK pa3pab0TKU HOBBIX;

obocHoBanue pruHaHCOBOW 3(h(HEeKTUBHOCTH BHOBL IIPHOOPETAEMBIX CPEACTB 3alIUTh HH(POPMAIUH;

MpOBepKa MPaBUIILHOCTU BHIOOPA W HACTPOWKHU CPENCTB 3alMThl HH(OpMauuy, (GOPpMHUPOBAHUE NPEIIOKCHUH
0 MCIOJIb30BAaHUIO UMEIOIIUXCS CPEJICTB 3aIUThl HH(POPMALIUY JUIs OBBINICHHS YPOBHS HaAEKHOCTH U 0€30IIaCHOCTH
nHpopmannoHHBIX cucteM [ BOY Jlumeit Ne 554 [Ipumopckoro paitona Cankr-IletepOypra;

aHaIH3 OTYETOB o TIPOM3O0ILE UM MHIONACHTaM nH(pOpManMOHHON 6e3omacHOCTH
Y IIPUHATBIM MEpaM 10 UX Pa3pelIeHHIO.

IloBbIlIeHUE 0CBEJOMJIEHHOCTH PA0OTHUKOB

B pamkax opraHusanuy KOMIUIEKCHOTO IPOTUBOAEHCTBHUS yrpo3aM 0€30IMacHOCTH MH(OPMALINH, UCXOAAIINM OT
pabotaukoB ['BOY Jlumeit Ne 554 Ilpmmopckoro paiioHa Caskt-IleTepOypra MOIDKHA TOCTOSHHO TTOBBIIIATHCS
MX OCBEJIOMJICHHOCTb B 00JIaCTH 3alIUThl HH)OPMALIUH.

[MoBbrmenue ocBegomieHHOCTH paboTHHKOB ['BOY Jlunenr Ne 554 ITpumopckoro paiiona Cankr-IlerepOypra
OCYIIECTBIIACTCS:

no cymectBylommuM B I'BOVY Jlumeit Ne 554 Ilpumopckoro paiiona Cankr-IlerepOypra opraHu3aliliOHHO-
pacnopsIUTENILHBIM JJOKyMEHTaM;

no mnpumensembiM B ['BOY Jluneir Ne 554 TIlpumopckoro paiiona Cankr-IletepOypra Mepam 3alluThI
HHPOPMALINH;

TI0 PaBHIILHOMY HCTIOJIb30BAHHIO CPEJICTB 3aIUTHI HHPOPMAIINH.

7 3AKJIIOYEHUE

[Ipn n3MeHeHnn neiicTByIOMmeEro 3akoHoaresbeTBa Poceniickoit depepary B 00sacTé 3amuThl HHGOPMALHH,
a TaKXXe OpraHM3alMOHHO-pacnopsauTesbHbIX AoKkyMeHTOoB I'BOY Jluueit Ne 554 Ilpumopckoro paitona CaHKT-
[erepOypra nactosimas [TonmuTrka 1 U3MEHEHHST K HEH NPUMEHSIOTCS B YacTH, HE NTPOTHBOpEYalel BHOBb MPUHITHIM
3aKOHOJATEeIbHBIM W WMHBIM HOPMATHBHBIM akKTaM, a TakXke BHYTpeHHHM paokymeHTam [BOY Jlumeir Ne 554
ITpumopckoro paiiona Cankt-IlerepOypra.

Bce TpeboBanus, ycTaHOBIEHHBIE IEHCTBYIOIIMM 3aKOHOJATENLCTBOM Poccuiickoii deaepaiinu, moa3akOHHBIMH
aKTaMHM M JIOTOBOPHBIMHM OTHOIIEHMsIMM, a Takxke mnoaxon ['BOY Jlumeir Ne 554 TIpmmopckoro paitona CaHKT-
ITetepOypra
K 00€CIeYEeHUIO COOTBETCTBHUS 3TUM TPEOOBAHUSAM JOJDKHBI OBITh SSBHBIM 00pa3oM OIIpe/eNeHbl, JOKYMEHTHPOBAHbI U
HOJIEPKUBATHCS B aKTyalbHOM COCTOSIHHU.

I'BOY Jlumeit Ne 554 Ilpumopckoro paiiona Caskt-IleTepOypra B NPHOPUTETHOM HAINpaBICHUH JIOJDKCH

paccMaTpuBaTLCA nepexon
a MIporpaMmmMHOro obOecrieueHre OTEYECTBEHHOIO MPpOU3BOAUTECIIA, BKIIOYCHHOTO B e,I[HHBIﬁ peecTp pOCCHﬁCKHX
nporpamMm JJIA QJICKTPOHHBIX BBIYUCIINTCIIbHBIX MalInuH u 0a3 JJaHHBIX. B TOM qUCJIC

TI0 YaCTH CEPBEPHOr0, KOMMYTAI[HOHHOTO 000pyJOBaHMS M IPOTrPaMMHO-ANNAPaTHBIX CPECTB BKIIOUCHHBIX B ENUHBII
peecTp poCCUMCKON paguo3IeKTPOHHON IPOYKIIHUH.

IIepecmotp 51 BHECEHHE U3MEHEHUH B HACTOSALLYIO Ilonutuky OCYILECTBIISIOTCSA
Ha IIEpUOIUYECKOM U BHEIIIAHOBOM OCHOBE.



8§ CIIMCOK UCHOJIb30BAHHbBIX HICTOYHUKOB

1 ®enepanbbiii 3ak0H oT 27.07.2006 Ne 149-®3 «O6 mHbopmannu, WHHOPMAITUOHHBIX TEXHOJOTHSAX H O
3anmTe HHPOPMAITUNY.

2 ®enepanpHblii 3ak0H 0T 06.04.2011 Ne 63-D3 «O0 311eKTPOHHOM TOITHCH Y.

3 TlocranoBieHue IIpaButenscTBa Poccuiickoii Denepanun oT 16.04.2012 Ne 313
«O06 yrBepxneHnu [lomoxeHust 0 JTULIEH3UPOBAHUHU JIESTEIBHOCTH MO pa3padoTKe, IPOU3BOJCTBY, PACIPOCTPAHEHHIO
MU(pPOBATBHBIX (kpunrorpadguyeckux) CpPEICTB, nH(pOpPMaMOHHBIX cucTeM
U TEICKOMMYHHKAI[MOHHBIX CHCTEM, 3aIlMIICHHBIX C HCIIOJIb30BAaHHEM INU(PPOBAIBHBIX (KPHIITOrpaduuecKux)
CPE/CTB, BBHINOJHEHUIO paboT, OKa3aHMIO YCIyT B 001acTH MU(pPOBaHUsS HHPOPMAIMU, TEXHUUECKOMY 00CITY)KUBaHHIO
MUGPOBAIBHBIX (KpUNTOrpaMueckux) CpeacTs, MHOOPMALMOHHBIX CHUCTEM U TEIEKOMMYHUKAIMOHHBIX CHCTEM,
3aIUIICHHBIX C HCIOJB30BAaHHEM IMH(QPOBANBHBIX (KPUNTOrpadUUecKuX) CPEICTB (32 HCKIIOYCHHEM CITydas, eCIi
TEXHHYECKOe OOCIHyXHBaHHE IMH(PPOBAIGHBIX (KPUNTOTPAQHUECKHX) CPENCTB, HH(POPMAIMOHHBIX CHCTEM
U TEICKOMMYHHKAIIMOHHBIX CHCTEM, 3aIUIICHHBIX C HCIOJIb30BaHWEM IMN(POBATBHBIX (KPUNTOrpapUIEcKUX)
CPEACTB, OCYIIECTBIAETCS M1 OOECIEUYCHUs] COOCTBEHHBIX HYKA IOPHIMYECKOTO JIMINA WIM HHIWBHUAYAIHHOTO
TPEITIPUHUMATEIN ).

4 TlocraHoBieHHe IIpaButenscTBa Poccutickoii denepanuu oT 01.11.2012 Ne 1119
«06 YTBEpKICHUH TpeOoBaHMIt K  3ammre MIEPCOHATBHBIX JaHHBIX  TIpH ux o0OpaboTke
B MH(OPMALIMOHHBIX CHCTEMaX MEPCOHAIBHBIX TAHHBIX).

5 Tlpukas DAIICU oT 13.06.2001 Ne 152 «O06 YTBEPKICHUU WHuctpykuun
00 opraHmsanuu W oOecredeHNMH O€30MacHOCTH XpaHEHHs, OOpabOTKM W Tepefayd N0 KaHalaM CBS3HM C
HCTIONIb30BAaHUEM CPEACTB KPUNTOTpaUUecKoil 3aIUThl MHYOPMALMH ¢ OTPAaHUYCHHBIM JTOCTYIIOM, HE COJEprKameH
CBEJICHNH, COCTABIISIONINX TOCYAAPCTBEHHYIO TAHY.

6 Ipuxkazs ®CB  Poccum  or  09.02.2005 Ne 66  «O6  yrBepxaeHuu  IlonmoskeHus
0 pa3paboTke, NPOU3BOJCTBE, peaM3alli U AKCIUTyaTalluu IU(QPOBAIBHBIX (KPUITOrpaduuecKux) CpeacTB 3allUThI
undopmanun (ITonoxenune [TK3-2005)».

7 Tlpukaz ®CTIK Poccuu ot 11.02.2013 Ne 17 «O6 yTBep:KICHUH TPEOOBAHMI O 3aIIMTE MHPOPMAIUH, HE

COCTABIISIIONIEH TOCYIapCTBEHHYO Tal{Hy, COAep KaIleHCs B TOCYIapCTBEHHBIX HH(POPMALMOHHBIX CHCTEMAX».

8 TIIpukaz ®CTIK Poccum or 18.02.2013 Ne 21 «OO6 yTBepXKACHHM COCTaBA M COJAEPKAHMS
OPTaHM3AIOHHBIX U TEXHHYECKHX MEp M0 00ecneyeHn o 0€30IacHOCTH IEPCOHANBHBIX JaHHBIX NMPH MX 00paboTKe B
MH()OPMAMOHHBIX CHCTEMAaX IEPCOHAIBHBIX TaHHBIX).

9  Tlpukaz ®CB Poccuu ot 10.07.2014 Ne 378 «O6 yrBepskaenun CocTaBa v COIEPKAHHUS OPraHU3aIHOHHBIX
U TEXHHUYECKUX Mep M0 00eCHeyeHnIo 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX MPU MX 00paboTKe B MHPOPMAIIMOHHBIX
cUCTeMaxX IIepPCOHANBHBIX JIAaHHBIX C HCIIOJIb30BAaHHEM CPEACTB KPHITOrpaduueckod 3amuThl WHpOpManuy,
HEOOXO/MMBIX JJIsl BHITMOJHEHUsI ycTaHOBIEHHBIX [IpaButenbctBoM Poccuiickoit Denepaiun TpeGOBaHUN K 3aluTe
MepCOHAIBHBIX JIAHHBIX
JUISL KaXK/I0TO M3 YPOBHEH 3aIUIICHHOCTH».

10 TrocCT P 51624-2000 «3amura nHpopManuu. ABTOMaTH3HPOBAHHBIE CHCTEMBI
B 3aIUIIEHHOM HcnoNHeHnU. OO1me TpeOoBaHMs».

11 TOCT P 51898-2002 «Acnektsl 6e30nacHocTy. [IpaBuia BKIFOYEHHS B CTAHAAPTHI.

12 TOCT P  50.1.056-2005  «Texuuueckas  3ammura  uHpopmamuu.  OCHOBHBIE  TEPMHHBI
Y OTIPE/ICTICHUS».

13 T'OCT P UCO/MDBK 27001-2006 «HbOpMaIMOHHAST TEXHONOTHA. MEeTOIBI U cpencTBa 0€30IMacHOCTH.
Cuctembl MeHePKMeHTa nHpopMannoHHoit 6e3onacHocTr. TpebdoBaHms».

14 TOCT P 50922-2006 «3amura uapopmaun. OCHOBHbIE TEPMUHBI M OTIPEICTICHHUS».

15 TOCT P 51275-2006 «3amura urdopmamun. O6bekT HHGopMaTH3anun. MaKToOpEl, BO3AEHCTBYIONIE HA
uHpopManuio. OOIINeE MOIOKCHUY.

16 TOCT P NCO/MBK TO 13335-5-2006 «HpopManmoHHas TEXHOJIOTHSL. MeTonst
U cpejicTBa obecrieueHus Oe3omnacHocTh. Yacth 5. PyKOBOICTBO 10 MEHEDKMEHTY O€30MaCHOCTH CETH.

17 TOCT P NCO/TO 13569-2007 «DUHAHCOBbIE YCIIyTH. PexoMeHanuu
110 UH(OPMAIMOHHOI 6€30MaCHOCTHY.

18 TOCT P UCO/MDK 27005-2010 «MudopmarnuonHas TexHoIorus. MeToasl U CpeAcTBa obecreueHus
O6e3omacHOCTH. MeHEePKMEHT pucka NHHOPMAITMOHHON O€30TTaCHOCTH.

19 TOCT P UCO/MDK 27004-2021 «MHpopmanronHas TexHOIOTHs. MeTOIBl M CPEACTBA 0OECTIeYEHH s
O6e3omacHOCTH. MeHeIKMEHT WHPOPMAIMOHHONH 0e30macHOCTH. MOHUTOPHUHT, OIEHKa 3alMIEHHOCTH, aHaJIu3 H
OIICHUBAHHEY.

20 TOCT P 51897-2021 «MeHemxMeHT pucka. TEPMUHBI ¥ OTIPEIEIIEHUS.
21 TOCT P 52069.0-2013 «3amura nadpopmanuu. Cuctema cranaaptos. OCHOBHBIE MOJIOKEHUS.
22 Konuenius uHGOPMAIMOHHON 6E30MIACHOCTH UCTIONHUTENBHBIX OPraHOB OCYAaPCTBEHHOM BaacTn CaHKT-



ITerepbypra ot 20.02.2023.



