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1. OO6mme nosoxeHnst

[TonuTrka UH(OPMAITMOHHOU Oe3omacHoCTH I'ocymapcTtBeHHOTO
OromkeTHOro 001e00pazoBarenbHOro yupexkaenus Jluues Ne 554 [Ipumopckoro
paitona Cankt- IletepOypra ompezaenser meaud M 3aJadyd CHCTEMbI OOECTIeUCHUS
UHGOPMAIIMOHHON 0€30MacHOCTH W YCTaHABJIMBA€T COBOKYIMHOCTH IpaBuUl,
npolenyp, MPakTUYECKUX MPUEMOB, TPEOOBAaHUN M PYKOBOJSIIMX MPUHIUIIOB B
o0acT UHPOPMAIIMOHHOM 0€30MaCHOCTH, KOTOPBIMHU PYKOBOACTBYIOTCSI pAOOTHUKH
Jlunest mpu OCYIIECTBICHUH CBOEH JESTEIBHOCTH.

OcHoBHo#l 1enpto [lomuTuku wuHpOpManMoHHON Oe3omacHocTu Jlunes
SBIISIETCS  3alUTa WH(OpPMAMKU IIKOJBI TMPU  OCYIIECTBICHUH YCTaBHOM
JESATEILHOCTH, KOTOpasi MpeaycMaTpuBaeT MPUHATHE HEOOXOMMMBIX MEp B IEIX
3aIUThl  MHPOPMAIMK OT CIY4YailHOTO WJIM TPEeJHAMEPEHHOTO W3MEHEHHS,
PACKPBITHS WU YHUUTOXKEHUS, & TAKXKE B IEJIIX COOTIOCHUS KOH(PUACHIINAIBHOCTH,
LEJIOCTHOCTH M JOCTYNHOCTH  HMH(popmauuu,  oOecrneueHuss  mpoliecca
aBTOMATHU3HPOBAaHHON 00pabOTKM JAHHBIX B yIPaBICHUH.

[Tonutrka nHGOPMAITMOHHON O€30MaCHOCTH pa3padoTaHa B COOTBETCTBUU C:

— ®enepanpabiM 3aKk0HOM OT 27 utonst 2006 . No 149-D3 «O6 unbopmanmu,
MH(POPMAIIMOHHBIX TEXHOJOTHSIX U O 3allUTe U UH()OPMALIUNY,

— @epnepanbHbIM 3aK0HOM OT 27 urong 2006 r. Ne 152-®3 «O nepcoHanbHbIX
TAHHBIX),

— ®enepanpabiM 3akoHOM 0T 10 stHBapst 2002 r. No 1-D3 «O6 sneKTpoHHOU
UG POBOM MOIMUCHY,

— VYxkazom [Ipesunenta Poccuiickoii @eneparuu ot 6 mapta 1997 r. Ne 188 «O6
yTBepxkaeHun [lepeuns cBeneHnii KOH(OUIECHIIMATHLHOTO XapaKkTepay,

— TlocranoBnenuem IlpaButensctBa PD Ne 781 or 17.1 1.2007 «O6
YTBEPKJICHUH TIOJNIOXEeHUsT 00 obecrnedeHnn Oe30MacHOCTH IMEePCOHATBHBIX
JAHHBIX TIPH UX 00paboTke B MH(POPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX
JTAHHBIX),

— IlocranoBnenuem IlpaButensctBa P® Ne 687 ot 15.09.2008 «O6
yrBepkaeHun llomoxkeHuss 006 0COOEHHOCTSIX OO0pabOTKH MepCOHATBHBIX

JaHHBIX, OCYIH€CTBHHCMOﬁ 0e3 HCITOJIb30BaHMS CPCACTB aBTOMATU3ALIUN))» a

1



TAK)K€ PSIZIOM HMHBIX HOPMATUBHBIX MPABOBBIX aKTOB B cdepe 3alluTh
uH(bOpMaInu.
OTBETCTBEHHOCTh 3a COOMIOZIEeHUE HMH(DOPMAIMOHHOW 0E€30MacHOCTU HECET
Kaxabld cotpyaHuk Jlunes. Ha nun, pabGortaromux B Jlumes mno moroBopam
IPAKJAHCKO-IIPABOBOrO  XapakTepa,  IOJIOKEHUS  HACTOSIIEH  MOJUTHUKA

PaCIpOCTPAHAIOTCS B ClIydac, CCJIU 3TO O6YCJ'IOBJI€HO B TaKOM JOT'0OBOPC.



2. esab u 3a7a4M MOJUTHUKH HH(POPMAITMOHHOI 0€30MaCHOCTH
OcHoBHBIMU 11eN1sIMU TTOIUTUKY Wb siBsitoTCs:

Coxpanenne KOH(PpUIECHITUATBHOCTH KPUTHIHBIX HH()OPMAIIMOHHBIX

pecypcoB;

ObecnieueHne HEMPEPHIBHOCTU JOCTYNA K UH(POPMALIMOHHBIM pecypcam

e,

3amuTa HeI0CTHOCTH HMH(POPMALMHK C LENbIO OAIEPKaHNs BO3SMOKHOCTH JINLES
M0 OKa3aHUIO YCIyI BBICOKOTO KayecTBA W MNPHUHATHIO 3(PPEKTUBHBIX
YIPABJICHUYECKUX PELICHUI;

[ToBbilIEHNE OCBEIOMIICHHOCTH T0JIb30BaTeNIEl B 00JIaCTH PUCKOB, CBSI3aHHBIX
¢ MH(GOPMALIMOHHBIMU PECYpCaMU JIHILIES;

Omnpenenenne CTENeHn OTBETCTBEHHOCTH U 00A3aHHOCTEN COTPYIHUKOB 110
o0ecreyeHnto HHPOPMaMOHHOM 0€30MIaCHOCTH B YIPABIICHUU;

[ToBbieHne ypoBHs 3G(HEKTUBHOCTH, HENTPEPHIBHOCTH, KOHTPOJIUPYEMOCTHU
MEp 0 3aIIUTE OT PEATIBHBIX YIpo3 UO;

[IpenoTBpalienre u/mim CHIKEHUE yiiepoa OT UHIIUIEHTOB HO.

OcHoBHBIMH 3agadamMu noauTUKA Wb saBistoTcs:

Pazpabotka TpeboBanuii no oobecneyenuto 1b;

KoHTposb BBITIOJIHEHHS YCTAHOBJIECHHBIX TpeOoBaHul 1o odecneyeHuto Mb;
[ToBbliieHue 3PpHeKTUBHOCTH, HEMPEPHIBHOCTU, KOHTPOJIUPYEMOCTH
MEPONPUATHH M0 obecTieueHnIo 1 noaaepxanuto 1b;

Pa3zpaboTka HOpMaTUBHBIX JOKYMEHTOB st o0ecrieueHust b Jlunes;
BrisiBiieHUE, OLIEHKA, MPOTHO3UPOBAHKUE U MTPEIOTBPALICHUE PEATU3ALIMU YTPO3
b JIunes,

Opranu3zaiusi aHTUBUPYCHOM 3alTUTHI HHGOPMAIIMOHHBIX pecypcoB Jlutes;
3amura nadopmaruu Jlumes oT HeCaHKITMOHUPOBAHHOTO JOCTyTA (J1anee —
HCJI) 1 yTeuku no TEXHUYECKUM KaHajlaM CBSA3H;

Opranuzanusi MNEPUOIUYECKON TPOBEPKH COOJIIOACHUS WHOOPMAIIMOHHON
0€30MacHOCTH C TOCTEAYIOIMM TMPEACTABICHUEM OTYeTa IO pe3yjbTaTam

yKa3aHHOW MPOBEPKU AUpPEKTOpY Jlues.
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3.  KoHuenrtyaabHas cxemMa o0ecriedeHusi MHPOPMALMOHHOM
0e3omacHOCTH

[Momutuka Wb Jluness HampaBieHa Ha 3alIUTy HMH(DOPMAIMOHHBIX PECYpPCOB
(aKTHBOB) OT yrpo3, UCXOISIIUX OT MPOTHUBOMPABHBIX NEHCTBUHN 3JI0YMBIILICHHUKOB,
YMEHBIIIEHHE PHCKOB M  CHIDKEHHE TMOTEHIMAJbHOTO Bpeda OT  aBapui,
HEIpEeIHAMEPEHHBIX OIIMOOYHBIX IEUCTBUI COTPYAHUKOB IIKOJIbI, TEXHUYECKUX COOEB
aBTOMATHU3UPOBAHHBIX CUCTEM, HETPABUJILHBIX TEXHOJIOTMYECKUX U OpPraHU3allMOHHBIX
pelieHuil B mpolieccax IOHCKa, cOopa, XpaHeHUs, oOpabOTKH, NPEIOCTaBICHUS U
pacmpocTpaHeHuss uHpopManuu u obecrnedeHue 3¢hdexTuBHOrO u OecrnepedoHOro
npolecca AesATeIbHOCTH.

HaubGonpmyMy  BO3MOXKHOCTSMM  JJIi  HAaHECEHUs yulepba  oOnamaer
coOcTBeHHbI mepcoHan Jlumes. Puck aBapuii M TeXHUYECKUX COOEB B
aBTOMATU3UPOBAHHBIX  CHCTEMax  ONpENeNsieTcs  COCTOSHUEM  almnapaTHOTro
o0ecriedyeHnsl, HAJAECKHOCTbIO CHUCTEM DSHEProCHaOXEHUS U TEJIEKOMMYHHUKAIUH,
KBaTu(UKaMEe COTPYAHUKOB M HUX  CIHOCOOHOCTBIO K  aJAeKBATHBIM M
HEe3aMeUINTEIbHBIM IEUCTBUSM B HELITATHON CUTYaIUH.

Crpaterus oOecnieuenuss b Jlunes 3akmtoyaeTcss B MCHOJIB30BAHMM 3apaHee
pa3pabOTaHHBIX Mep TMPOTHBOJCHCTBUS arakaMm 3JI0yMBIIUIEHHUKOB, a TakKkxke
IPOrpaMMHO- TEXHMYECKUX U OPraHU3alMOHHBIX PEIIECHUM, MO3BOJSIONIMX CBECTH K
MUHUMYMY BO3MOJKHBIE MOTEPU OT TEXHMUYECKUX aBapuil M OMIMOOYHBIX JEHCTBHIA

COTpYAHHUKOB Jlnmes.



4. OcCHOBHbIE IPUHIIMIIBI 00ecTiedeHUs] HH(POPMALMOHHOMN 0€30IACHOCTH
OcHoBHBIME TipUHIIAIIAMH oOecnieueHus b sBisroTcs:

[TocTOSsTHHBIN M BCECTOPOHHUI aHAJIN3 aBTOMAaTU3UPOBAHHBIX CUCTEM U
TPYIOBOTO TIPOIIecca C IETbIO BBISBICHUS YA3BUMOCTH MH(GOPMAITMOHHBIX
aKTUBOB Jlumes;

CBoeBpeMeHHOE 00HapyKeHHue Po0JIeM, TOTEHIIMAIBHO CIIOCOOHBIX MOBIIUSThH
Ha Ub JIunes, KoppeKTUpOBKa MOAENIEN YTPO3 U HAPYIIIUTEINS;

Pa3paboTka 1 BHEApEHHE 3aIUTHBIX MEP;

KonTpoas 3 pekTHBHOCTH TPUHUMAEMBIX 3aIIUTHBIX MED;

[lepconudukamuss u pasaeneHue pojied W OTBETCTBEHHOCTH — MEXIY
coTpynuukamu Jlumess 3a obOecneuenue Wb Jluies wcXoauT W3 mOpHHITUIA

MEPCOHANBHOM U €IMHOJIMYHON OTBETCTBEHHOCTH 3@ COBEPIIIAEMBIE OTIEPALIHH.



5. O0BEeKTHBI 3aIIUTHI
OOBekTamu 3auThl ¢ TOUKU 3peHust Ub B ynpaBieHuu sIBASIOTCS:
Nudopmarmonnslit mpoiiecc npodeccuoHanbHON ASATEIbHOCTH;

HNupopmaniioHHbIe aKTUBHI JIUIIES.

3amuiaeMas nHGOpMaIus JEIUTCS Ha CIEAYIOIINE BUbL:

Nudopmarus mo GpuHAHCOBO-3KOHOMHUYECKOU AesiTenpbHOCTH Jlnties;
[lepconalibHbIE TaHHBIE — JII00ast UHPOPMAaIUs, OTHOCAIIASCS K ONPECTICHHOMY
WIK OIpeeNiIeMOMY Ha OCHOBAaHMM TakoW HH(opManuu (GU3n4ecKoMy IHUILY
(cyOBeKTy nepCcoHaNIbHBIX TAHHBIX ), B TOM YKCJIE€ €T0 (paMumusi, uMsi, 0OTYECTBO,
roJl, Mecdll, JlaTa U MECTO pOXKJICHUS, aJapec, CEeMeWHOe, COIMAIbHOE,
MMYIIECTBEHHOE TIOJIOKEHHE, oOOpa3oBaHue, Mpodeccusi, TO0XOIbl, Apyras
uHbopMaIus;

Hpyras uadopmartvsi, He OTHOCSINIASICS HU K OJTHOMY U3 YKa3aHHBIX BBIIIE
BHJIOB, KOTOpast oTMedeHa rprudom « /{1 cirykeOHOTO MOTh30BaHUS WITH

«KonbuaeHmmaibHO».



6. TpeOoBanusi mo uHGOPMALMOHHOM 0€30MIACHOCTH

B oTHOMIIEHNMN BCeX COOCTBEHHBIX MH(GOPMAIMOHHBIX aKTUBOB JIHIlesi, aKTUBOB,
HAXOJISAIUXCS MO KOHTpoJieM JIuiies, a Takke aKTUBOB, UCIIOJIb3yEMbIX JIJIS IOJTYUYEHUs
noctyna K uHOpacTpykType Jlumes, momkHa OBITh OMpeJeieHa OTBETCTBEHHOCTH
COOTBETCTBYIOIIETO COTpyaHUKA JIntes.

Nudopmanus o cMeHe BiIaIeNblieB aKTUBOB, UX pacIpe/iesieHuy, U3MEHEHHSIX B
KOH(HUTypaluu 1 UCTIOIH30BaHUH 3a TpeenaMu JInuies T0mKHa JOBOIUTHCS 10
cBelieHus qupekTopa Jlues.

Bce pabotel B mpenenax Jluiess MOJKHBI BBITOJHATHCS B COOTBETCTBHH C
OpUIIUATIBHBIMA  JIOJDKHOCTHBIMM ~ OOSI3aHHOCTSMHM ~ TOJIBKO HAa  KOMIIBIOTEpax,
Pa3pelICHHBIX K UCIIOJIb30BAHUIO B YIIPABIICHHH.

Bnoc B 31anue u nomemieHus Jluiess TMUHBIX MOPTATUBHBIX KOMITBIOTEPOB U
BHEIIIHUX HocuTened MHpopMmanuu (AUCKU, JUCKETHI, (QIAII-KapThl U T.I.), @ TAKXKe
BBIHOC HMX 3a Ipeelibl JInuies mpou3BOAUTCS TOJIBKO IIPU COTNIACOBAHUU C JUPEKTOPOM
YUPEIKICHHUS.

Bce nannbie (koHGUIEHIMATBHBIE WM CTPOTO  KOH(UACHIMAIbHBIC),
COoCTaBJisiONMe TaHy Jlulies W XpaHsmiuecs Ha JKECTKUX JUCKAaX MOPTATHUBHBIX
KOMITBIOTEPOB, JIOJDKHBI OBITh 3alIM(PPOBAHbI.

PykoBoautenu JIunes: 10KHBI IEPUOIUYECKH MTEpeCMaTPUBATh MpaBa JOCTyNa
CBOUX COTPYJIHHUKOB M JIPYTHUX MOJIH30BATENICH K COOTBETCTBYIOIMKUM HH(OPMAIIUOHHBIM
pecypcam.

B nensx oOecrieueHusi CaHKIMOHUPOBAHHOTO JOCTyNa K WH(OPMAIMOHHOMY
pecypcy, J000M BXOJ B CHCTEMY [JOJDKEH OCYILIECTBISATHCA C HCIOJIb30BAHUEM
YHUKaJIbHOTO UMEHH MOJIb30BATENS U MAPOJISL.

[Tonp30BaTenM JOJDKHBI PYKOBOJCTBOBATHCA PEKOMEHIALMSIMU 110 3alUTe
CBOETO MapoJs Ha dTale ero BbIOOpa M MOCIEeAYIONIEro UCIOIh30BAHUS. 3apeniacTcs
COO0IIaTh CBOM MapoJib JIPYTUM JIMIIAaM WA TPEJOCTABISITH CBOIO YUETHYIO 3aIUCh
JIPYTUM, B TOM YHCJIC YICHAM CBOEH CEMbU U OJIU3KUM.

B mporecce cBoeit paGoThl COTPYIHUKH OO0S3aHBI MOCTOSTHHO HCIIOJIB30BATh
pexxuMm  OJOKMpPOBKM uWHTepdelica ¢ MapoiabHOW  3amuTod. PekomeHnayercs

YCTAaHABJIMBATh MAKCHUMAJIIBHOC BPCMA «IIPOCTOA» KOMIIBIOTEpA 10 6JIOKI/Ip0BaHI/I$I
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uHTepdeiica He JOJIbIIIE 5 MUHYT.

Kaxnapiii coTpynHuk 00s3aH HEMEIJICHHO YBEIOMHUTH aJMUHHUCTpaTopa
6e3onacHoctu uHpopmaru KAUC KPO 060 Bcex ciydasix mpenocTaBieHus 10CTyna
TPETHUM JIMIAM K pecypcaM IIKOJIbHOM CETH.

Hoctyn TpeTbux Jmil K WH(POPMAIMOHHBIM cuUcTeMaMm Jluiies MoKeH OBITh
00yCJIOBJIEH MPOU3BOJICTBEHHON HEOOXOAUMOCTHIO. B CBSI3U ¢ 3TUM, OPSJIOK AOCTYyMa
K nH()OpMaLMOHHBIM pecypcam Jlutest 1omKeH ObITh YETKO OIpeieieH, KOHTPOJIUPYEeM
Y 3AILHIIEH.

CoTpyaHukaMm, MCIONB3YIONUM B paOOTe MOPTAaTUBHBIE KOMIbIOTEPHI Jluies,
MOKET OBITh MPENOCTaBIEH YIAJICHHBIA JOCTYH K CETeBbIM pecypcam Jluies B
COOTBETCTBHH C IMPABaMU B KOPIIOPATUBHON MHPOPMALIMOHHOM CHCTEME.

CorpynHukaMm, paboTalomuM 3a npenenamu Jlumes ¢ MCHoJIb30BaHUEM
KOMIIBIOTEPA, HE IIPUHAICKALIETO YIIPABICHUIO, 3alIPEIICHO KOMUPOBAHUE TAHHBIX Ha
KOMIIBIOTEP, C KOTOPOI'0 OCYILECTBIIAETCS YAAIECHHBIN JOCTYIL.

CoTpyIHUKH, HMMEIOIIME MPaBO YAAJICHHOIO JOCTyNa K HH(POPMALMOHHBIM
pecypcam Jluies, TOJKHBI COOMIOAATh TpeOOBaHWE, HCKIIOYAIOIIEee OJHOBPEMEHHOE
MOAKIIIOUCHUE MX KOMIbIOTepa K ceTu Jlules u K KakuM-Iubo JPYyrUM CETsIM, He
npuHaanexamuM Jlumes.

Bce kxoMmproTEphl, MOJIKIOYAEMBIE NOCPEACTBOM YIAJICHHOIO J0CTyHa K
uHpopmanmoHHo cetu Jlunes, [OOKHBI HMETh NPOrpaMMHOe oOecreueHue
AHTUBUPYCHOM 3aIIUThI, UMEIOIIEE MOCTIEAHIE OOHOBIICHHUSI.

Hoctyn k cetu UHTEepHET 00€cmeunBaeTcst TOJLKO B MTPOU3BOACTBEHHBIX HEIISAX
Y HE MOYKET MCIIOJIb30BaThCA U1l HE3aKOHHOW JIEATEIIBHOCTH.

PexomennoBanHble mpaBuia:

- Cotpynnukam Jlumess paspemaercss MCHOJIb30BaTh CETh VIHTEpHET TONBKO B
CITYKEOHBIX TIEJISIX;

- 3anpermaeTcs mocernieHue JJrooro caiita B cetu IHTepHET, KOTOPHIN CYUTAETCS
OCKOPOUTENBHBIM i1l OOIIECTBEHHOIO MHEHHS WM COJEPKUT HH(POPMALIUIO
CEKCyaJIbHOTO XapaKTepa, MpOoIlaraHay pacoBOW HEHABUCTH, KOMMEHTAPHUH IO
MOBOJIY Pa3IMYMsl/TIPEBOCXOACTBA MOJIOB, AUCKPEAUTUPYIOLIUE 3asIBJICHUS WITU

HWHBIC MaTCpHaJIbl C OCKOp6I/ITCJ'IBHBIMI/I BBICKA3bIBAHUAMMA 110 ITIOBOAY YbEIrO-
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b0 BO3pacTa, CEKCyaJbHON OpUEHTALMU, PEJIMTUO3HBIX WM MOJIUTHUYECKHUX

yOEXKICHH, HAITMOHATILHOTO MPOUCXOXKACHUS UIIH HEJIEECTIOCOOHOCTH;

- Cotpynuuku Jluies He JOJKHBI UCHOJIb30BaTh ceTh MHTEpHET ISl XpaHEHUS
KOPIOPATUBHBIX JIaHHBIX;

- Pabora corpyanukoB Jlunes ¢ MHTepHeT-pecypcamu JIOMyCKAETCS TOJIBKO
PEKUMOM TIPOCMOTpa HMHGOPMAILIMK, MCKIOYash BO3MOXKHOCTh Iepeaadu
uHpopmanuu Jlunes B ceTh MHTEpHET;

- CoTpyaHuKaMm, UMEIOIIUM JIMYHBIE YYETHbIE 3aIlluCH, MPEeA0CTaBIICHHbIE
nyOJIMYHBIMM  TIpOBaiiiepaMH, HE pas3pelacTcsi IMOJIb30BaThCs HMMH Ha
000pyI0BaHUY, IPUHA]JIEKAILEM YIIPABICHHUIO;

- Cotpynnuku Jlunes mnepen OTKPBITUEM WM paclpoCTpaHEHHEM (ailios,
MOJIyYEHHBIX 4epe3 ceTb WHTepHEeT, MOJKHBI NPOBEPUTh HMX HA HaJIU4He
BHPYCOB;

- 3anpermeH 1octyn B IHTepHET uepes ceTh JInnes 11 Beex Jull, He SBISIOIINXCS
corpyaHukamu Jlunes, BKIIoYas 4I€HOB CEMbU COTPYIHUKOB Jluiies.
Anmunuctpatop Oe3omacHoctu uHpopmaiuu KAMC KPO wumeer mnpaBo

KOHTPOJIMPOBATh COJIEPKAHUE BCETO0 MOTOKA MH(POPMALIMH, MPOXOIAIIEH yepe3 KaHal

CBSI3M K ceTu IHTepHET B 000X HaIlpaBJICHUSX.

CoTpyAHUKH JOJIKHBI MOCTOSIHHO TOMHUTh O HEOOXOAMMOCTH OOecreyeHHUs
bu3nueckoil 6e30macHOCTH 000PYIOBaHUS, HA KOTOPOM XpaHUTCs HH(popMaius Jluies.

CoTpyHHMKaM  3alpelieH0  CaMOCTOSATENbHO  HM3MEHSATh  KOH(UTrypaiuio
anmapaTHOr0o M MpOrpaMMHOro obecrieueHus. Bce uU3MeHEHUs MPOU3BOIUT
aaMuHucTparop Oe3onacHocty uHpopmarn KANC KPO.

Bce koMmbproTepHoe o0opyaoBaHue (CEpBEpbI, CTAlMOHAPHBIC W MOPTATHBHBIC
KOMITBIOTEPHI), nepudepuiinoe o0opyAoBaHUE (HAMPUMEP, MPUHTEPHI U CKAHEPHI),
akceccyapbl (MaHUMYJATOPHl THUMNA «MbIIb», AUCKOBOAbI mist  CD-nuckos),
KOMMYHHKAIIMOHHOE 000pyaoBaHue (Hampumep, ¢pakc-MOAEMbI, CETEBbIE aJanTepbl U
KOHLIEHTPATOphl), JUIsl  IeJied  HacTosUIel  TMOJUTUKM  BMECTE  HMMEHYIOTCS
«KOMITbIOTEpHOE O0OopynoBaHue». KommbioTepHoe 000pyAoOBaHUE, MPEAOCTaBICHHOE
JUIEEM, SBJISETCS €€ COOCTBEHHOCThIO M TPEIHA3HAYEHO [JIs MCIOJIb30BaHUS

HCKIIOYHUTCIIBHO B 06p3.30BaTeJIBHBIX OCJIsIX.
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Kaxnp1ii coTpyiHHMK, TOJYYUBIIMKM B MOJIb30BAaHUE MOPTATUBHBIA KOMIBIOTED,
00s13aH MPHUHSTH HAJUIekKAIINE MEPHI IO 00ECTIEYSHHIO €T0 COXPAaHHOCTH.

Bce kommbroTephl AOMKHBI 3alUIIATHCS MApOJIeM MPHU 3arpy3Ke CHCTEMBI,
aKTUBAIIMU TI0 TOpsiUYEH KIIABHUIIIE U TOCIE BBIXOJA U3 peKuMa «DKPAHHON 3aCTaBKM.
JUis  yCTaHOBKM PpEXHMOB 3allUThl  TMOJb30BaTellb JOJHKEH OOpaTUThCI K
aamuHucTparopy Oe3omacHoctu uHpopmanuu KAUC KPO. JlanHble He TOKHBI ObITH
CKOMIIPOMETHPOBAHBI B CIy4yae XaJaTHOCTH WJIM HEOPEXKHOCTH, MPUBEALICH K moTepe
obopynoBanusi. Ilepen yTunmzanued Bce KOMIIOHEHTHI OOOpYAOBaHHS, B COCTaB
KOTOPBIX BXOJAT HOCUTENIM JaHHBIX (BKJIIOYas JKECTKUE JIHUCKH), HEOOXOIUMO
POBEPSTH, YTOOBI yOETUTHCS B OTCYTCTBUM HA HHUX KOH(UACHIMAIHHBIX NAHHBIX H
JUIEH3UOHHBIX TPOIYKTOB. JloMKHA BBIMOMHATECA Tpoueaypa (HopmMaTUpOBAHUS
HocUTese nH(OPMAILINY, UCKITIOYA0IIas BO3MOKHOCTh BOCCTAHOBJICHUS JAHHBIX.

[Ipu 3anucu kakoil-nmu60 UHPOpMaLMK HAa HOCUTENb Ul IIepefadn cyObeKTaMm,
y4acTBYIOUIMM B HH(POPMAIMOHHOM OOMEHE, HEOOXOAMMO YOEAUTbCA B TOM, 4YTO
HOCHUTEJh YHUCT, TO €CTh HE COACPKUT HHUKAKUX WHBIX JaHHBIX. [Ipocroe
nepeopmMaTupoBaHie HOCUTEINS HE AA€T rapaHTUU MOJHOTO yJaJIeHUs 3alIMCaHHON Ha
HEM UH(pOopMaIuu.

[Topter mepenaun ganHbiX, B ToM uucie USB-¢dnem-nakonurens u CD-
JTUCKOBOJIbI B CTAI[MOHAPHBIX KOMIIBIOTEpAX COTPYIHUKOB Jluimes OnokupyroTcs, 3a
UCKJIIOYCHHEM TEX CIIy4aeB, KOTJa COTPYJHHUKOM MOJIYyUYEHO pa3pelleHre Ha 3aIuch
aamuHUCTpatopa 6e3onacuoctu nHpopmaru KANC KPO.

Bce nporpamMHoe o0ecnieueHre, yCTaHOBIEHHOE Ha MPEA0CTaBICHHOM JIUIEEM
KOMIIBIOTEPHOM  O0OpYJIOBaHUH, SIBISIETCS €€ COOCTBEHHOCTBIO M JOJDKHO
UCIIOJIb30BATHCS UCKITIOUUTEIHHO B 00pa30BaTENIbHBIX LESIX.

CoTpyaHMKaM 3ampemiaeTcs YyCTaHaBIMBaTh Ha  TNPEJOCTAaBICHHOM B
M0JIb30BaHNWE KOMITBIOTEPHOM OOOpYJOBaHMM HECTAHAAPTHOE, HEIUIIEH3UOHHOE
nporpaMMHOe oOecriedeHe Uil MporpaMMHOEe 0OecrieueHre, He UMEIOIee OTHOLLIEHUS
K uX 00pa3oBaTeNbHON AedaTenbHOCTH. Eciii B X0/€ BBITIOJHEHUS TEXHHUYECKOTO
oOcimyxuBaHusi Oyaer OOHAapy>KEHO HE pa3penieHHOEe K YCTaHOBKE MPOTPAMMHOE
obecrieueHue, oHO OyJEeT yJaleHO, a COOOIIEHHWE O HapYIICHUH OyAeT HampaBiIeHO

nupekTopy Jluues.
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Ha Bcex mopTaTuBHBIX KOMITBIOTEPAX JOJIKHBI ObITh YCTAHOBJIEHBI IPOIPAMMBI,
HEOOXO0MbIe AJis1 00ecredeHHs 3aIUThl HH()OPMaLIUK:

- [lepcoHanbHBIN MEKCETEBOU IKPAH;
- AHTHUBHPYCHOE MPOTPaMMHOE 00€CIIEUEHHE.

Bce koMnbroTephl, NOJKIFOUYEHHBIE K IIKOJBbHON CETH, JOJKHBI ObITh OCHAILIEHBI
CUCTEMOW aHTUBUPYCHOW 3alUThI, YTBEPKICHHOW aJIMHUHHCTPATOPOM O€30MaCHOCTH
unpopmarnu KAUC KPO.

Cotpynnuku Jlnies: He JOJKHBIL:

- briokupoBaTh aHTUBUPYCHOE MPOTpaMMHOE 00ECIICYEHUE;

- Hcnonp30BaTh IpOrpaMMHOE 00€CIIEUEHHE, HE Pa3pELIEHHOE JIOKaIbHBIMU
axtamu Jlunes u [IpaButensctBoM PO 1t B3aMMOIENCTBHS C YYaCTHUKAMHU

y4eOHOTO Tpoliecca;

- Hcnonp30BaHue 3JEKTPOHHOM MOYTHI B JIMUHBIX IEJISIX HE IOMYCKAETCS;
Kondunennmansuas naopmarys Jures He MOXKET MepechuiaThes 0e3
WCIIOJIb30BAHUS CUCTEM MIHM(PPOBAHHUS;

- Ctporo xoHbuAEHITHATRHAS HH(OPMAITUS U TIEPCOHATBHBIC TAHHBIC HU TPU
KaKuX 00CTOSITENIbCTBaX HE MOJICKUT MEPECHUIKE Yepe3 CPe/ICTBA CBSI3U
WHOCTPAaHHOM pa3pabOTKH.

Hcnonp3oBanue corpyaaukaMu Jlures: myOITuIHBIX TOYTOBBIX SITUKOB
AJIIEKTPOHHOM MOYTHI OCYUIECTBISETCS TOIBKO MPU COTIACOBAHUM C aIMUHHCTPATOPOM
o6e3onacHoctu uHpopmaruun KAWC KPO npu ycrnoBur mnpuMeHEHUS MEXaHHU3MOB
mdpoBaHus.

Cotpyanuku Jluues 1js oOMeHa JOKYMEHTaMU JIOJKHBI UCIIOIb30BaTh TOJIBKO
CBOU O(pHUITMANBHBIN a7peC PJICKTPOHHON TTOUTHI.

CooO1ieHus, nepecbulaeMble MO 3JIEKTPOHHOM MOYTe, MPECTaBISIOT COOOM
MOCTOSTHHO MCMOJIb3yEMbI HHCTPYMEHT /ISl JIEKTPOHHBIX KOMMYHHUKAIIUNA, UMEIOIINX
TOT K€ CTAaTyC, YTO U MUChbMA, B (DAKCUMUTIBHBIE COOOIIEHUS. IIEKTPOHHBIE COOOIICHUS
MOJICKAT TAKOMY K€ YTBEPKJICHHUIO U XPAaHEHUIO, YTO U TIPOYUE CPEJCTBA MUChMEHHBIX
KOMMYHUKALUH.

B uensx nmpeporBpanieHusi oMOOK MpU OTIpaBKe COOOLIEHUN MOJIb30BATENN

nepen OTHpaBKOﬁ AOJDKHBI BHUMATCJIBHO IIPOBCPUTDH MPABUIBbHOCTD HAITMCAHWA UMCH U
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aZipecoB TmofyyaTeneid. B cirydyae momydeHus: COOOIIEeHNUs TUIOM, BHUMAHHIO KOTOPOTO

3TO CcOOOIIEHHE HE MpeIHa3HayaeTcCs, TaKOe COOOIIeHHE HEOOXOIUMO MEpEerpaBUThH

HETIOCPEICTBEHHOMY ToyTydarento. Eciu momydeHHas TakuMm o0pa3oM WHGOpMaIus

HOCUT KOH(PUACHIMAIBHBIA XapakTep, 00 JTOM CJeayeT He3aMeIUTEIHHO

npouH(popMUpOBaTh agMUHHCTpaTopa Oe3omacHoctu uHpopMmanmu KAUC KPO.

OTnpaBuTeldh AJIEKTPOHHOTO COOOIICHUS, JOKYMEHTa WM JIMIO, KOTOPOE €ro

nepeaipecoBBIBALT, JOJIKEH yKa3aTh CBOE UM U (paMUIIHIO, CITY)KEOHBIN aapec U TeMy

COOOIIIECHUS.

He nomyckarorcs mpu HCHOIB30BaHUH SJIEKTPOHHOM MOYTHI:

- Paccpuika coOOIIEHUIT JUYHOTO XapakTepa, HCHOJIb3YIOIUX 3HAYUTEIbHbIC
PECYPCHI DIIEKTPOHHOM MOYTHI;

- Pacchinka pexkiiaMHbBIX MaTEpHUAIIOB;

- [lognucka Ha pacchbUIKy, y4YacTHE B JHUCKYCCHSIX W TOJOOHBIE YCIYTH,
UCIIOJIb3YIOIINE 3HAYUTENIbHBIEC PECYPCHI AJIEKTPOHHOM MOYTHI B JINYHBIX 1ETIAX;

- [Touck u uTeHHe COOOIICHM, HAMMPABICHHBIX JAPYTUM JIMIaM (HE3aBUCUMO OT
croco0a uxX XpaHeHus ),

- Ilepecbiika JIOOBIX MaTEpHAOB, KaK COOOIIECHHUM, TaK U MPUIIOKEHUH,
colepKaHUE  KOTOPBIX  SIBISETCS  MPOTUBO3AKOHHBIM,  HETPUCTOWHBIM,
3I0HAMEPEHHBIM, OCKOPOUTEIBHBIM, YTPOKAIOIINUM, KJIEBETHUYECKUM, 37T00HBIM
WM CIOCOOCTBYET TIOBEJACHHUIO, KOTOPOE MOXKET paccMaTpHUBAaThCS Kak
YTOJIOBHOE MPECTYIUICHUE WM aIMUHUCTPATUBHBINA MPOCTYIIOK JINOO MPUBOIUT
K BO3HUKHOBEHHIO TPaKIaHCKO-TIPABOBON OTBETCTBEHHOCTH, OECIIOPSIAKOB UITU
MIPOTHBOPEYHT CTAHIAPTaM B 00JIACTH ITHKHU.

O06bem nepecbuTaeMoro cooOIIEeHNs M0 JIEKTPOHHOM MOYTE HE JIOJKEH
npesbimath 20 MOaiT.
Bce nmonp3oBarenn T0JDKHBI OBITH OCBEIOMIIEHEI O CBOEH 00SI3aHHOCTH COO0IIATh

00 M3BECTHBIX WM TIOJIO3PEBAEMBIX HMH HApYMICHUAX HWHGOPMAIIMOHHON

0€30MacHOCTH, a TaKKe JOHKHBI OBITh IPOMH(DOPMHUPOBAHBI O TOM, YTO HH MPH KaKUX

00CTOSITEILCTBAX OHMU HE JIOJDKHBI TMBITATHCS MCIIOJIH30BATh CTABIIME UM W3BECTHBIMU
ciabble CTOPOHBI CUCTEMBI 0€30MTaCHOCTH.

B cIydya€ KpaXu IICPCHOCHOIo KOMIIBIOTECpAa CICAYCT HE3aMCAJINUTCIBHO
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coo0IIUTh aMUHUCTpaTOpy Oe3onacHoctu uHpopmanu KANC KPO.

Ecnn wumeercss moAo3peHHE WM BBISIBICHO HAJIMYKWE BHUPYCOB WJIM HMHBIX
pa3pyLIMTENbHBIX KOMIIBIOTEPHBIX KOJIOB, TO Cpa3y Mociie uX 0OHapY>KEHUs COTPYTHUK
00s13aH:

- [IpoundopmupoBats aqmuHUCcTpaTopa Oe3onacHoctu uHbopmaruu KAUC
KPO;

- He nmonb30BaThCs M HE BBIKIIIOYATh 3apaXKEHHBIN KOMIIBIOTED;

- He noncoeanHATh 3TOT KOMIBIOTEP K KOMIBIOTEPHOM ceTu Jluiiest 1o Tex mop,
[0Ka Ha HEM He OyeT MPOU3BECHO yAalleHuE OOHAPYKEHHOIO BUpYyCa U MOJIHOE
AHTUBHUPYCHOE CKAHUPOBAHUE aIMUHHUCTPATOPOM O€30MaCHOCTU MH(pOpMALIH
KAHNC KPO.

[lepeyeHb mNOMENIEHUH C€ TEXHUYECKUMHU CpeACTBaMU HH(POPMALMOHHON
0€3011aCHOCTH yTBEPKAACTCA AUPEKTOpoM Jlnies.

YyacTHHKaM 3aceaHuii 3alpeniaeTcs BXOJUTh B MOMENICHUS C 3alIMChIBAIOIIEH
aynuo/Buaeo anmapaTypol, doroanmnapaTtaMu, paguoTenepoHaMUd U MOOUIBLHBIMU
TenedoHamMu O€3 MPeABAPUTEILHOTO COTJIACOBAHUS C aIMUHUCTPATOPOM O€30MacCHOCTH
uHpopmanuu KAC KPO.

Aynuo/Buneo 3amuch, (ororpadupoBaHre BO BpeMs KOH(PUIACHIIUATBHBIX
MEPOIIPUATAA MOXKET BECTU TOJBKO COTPYAHMK Jluues, KOTOpbIM OTBEYaeT 3a
MOATOTOBKY MEPOTIPUSITHSI.

Cotpynnukam Jlunes 3anpenaercs:

- Hapymiate nndopmarmonnyto 6e3omacHocTs U padboty cetu Jlunes;

- CkaHupoBaTh NOPTHI UM CUCTEMY O€30M1aCHOCTH;

- KoHTponupoBath paboTy ceTH C IepexBaToM JaHHBIX;

- [ToyyaTh 1OCTYN K KOMIIBIOTEPY, CETH WJIM YYETHOM 3alUCH B 00XO0]] CUCTEMBI
UJEeHTU(UKAITIY TI0JTb30BATENs UK 0€30MMaCHOCTH;

- Hcnonp30BaTh J1100BIE IPOTPAMMBI, CKPHUITHI, KOMAHIbI UJTU TIEPE/1aBaTh
COOOIIIEHHUSI C 1IEJTBI0 BMEIIATHCS B pabOTY MIIM OTKJIFOYUTD MMOJIB30BaTENS
OKOHEYHOTI'O YCTPOUCTBA;

- [lepenaBaTh uH(MOPMAIUIO O COTPYIHUKAX UM CITUCKHU COTPYIHUKOB JInues

ITOCTOPOHHHUM JINIAM;
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- CoznaBatb, OOHOBJIATH UM PACHPOCTPAHITH KOMIIBIOTEPHBIE BUPYCHI U POYHE
pa3pylLIUTEIbHOE NIPOrPaMMHOE 00ECTIEUECHHUE.

OTBETCTBEHHOCTDh 32 COXPAHHOCTb JAHHBIX HA CTAIMOHAPHBIX U MOPTATHUBHBIX
NEPCOHAIIBHBIX KOMITBIOTEPAX JIEKUT HA MOJIb30BATENAX.

Heobxoammo perysspHo nenaTh pe3epBHbBIC KOITUU BCEX OCHOBHBIX CITYKEOHBIX
JAHHBIX U IPOrPAMMHOTO 00eCTIeYeHHUSI.

Tonbko anmuancTpatop 0e3omnacHoctu nHpopmannu KANC KPO Ha ocHOBaHUM
3asiBOK PYKOBOAMTENICH TOJpa3/IeJICHU MOXET CO3/laBaThb W YJalsTh COBMECTHO
UCIIOJIb3YEMBIE€ CETEBbIE PECYpPChl U MaIlKU OOILEro MOJIb30BAHUS, a TAKXKE YNPaBIAThH
MOJIHOMOYMSIMU JIOCTYyNa K HUM.

CoTpyIHUKH MMEIOT MPaBO CO3/[aBaTh, MOAU(GUIIUPOBATh U YAAIATH (ailiibl U
JTUPEKTOPUHA B COBMECTHO MCIOJIb3YEMBIX CETEBBIX PECypCax TOJNBKO HA TEX ydacTKax,
KOTOPBIE BBIJICJICHBI JIMUHO JIJISl HUX, JIJIs1 UX pa00YMX TPYIMI WU K KOTOPHIM OHU UMEIOT
CaHKIIMOHUPOBAHHBINA JTOCTYII.

Bce 3adBkM Ha mNpOBENEHUME TEXHUYECKOTO OOCITYKMBAaHUS KOMIIbIOTEPOB
JIOJDKHBI HAMPABIIATHCS aIMUHKUCTpaTOpy 6e3omacHoctu nHdopmarmu KAVC KPO.

Bce omnepanuonHble mpoueaypsl U MPOLEAypbl BHECEHUS HW3MEHEHH B
MH()OPMAIIMOHHBIE CUCTEMbI M CEPBUCHI JIOJDKHBI OBITh JIOKYMEHTHUPOBAHBI, U

COTJIaCOBaHHBI ¢ aAMUHUCTpaTopoM Oe3zomnacHoctu nHbopmarmu KANC KPO.
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7. TpeooBanusi mo uHGOPMANMOHHOM 0€30IACHOCTH

VYnpasnenue Wb Jlunes Bkirovaer B ceOs:

Pa3paboTky u mojep)kannue B akTyallbHOM cocTostHud [lonmutuku
nH()OpPMAITMOHHON 0€30TTaCHOCTH;

Pa3paboTky u moaepkaHue B akTyaaTbHOM COCTOSIHUM HOPMAaTHBHO-
METOJUYECKHUX JOKYMEHTOB 10 obecnieuenuto Ub;

Obecneuenne OecriepebOHOTO QYHKIIMOHUPOBAHUS KoMILiekca cpeacts Ub;
Ocy1iecTBiieHre KOHTPOJI (MOHUTOPUHTA) (QYHKIMOHUPOBAHUS crucTeMbl Mb;

OI.[GHKy PHUCKOB, CBA3daHHBIX C HAPYIICHUAMU HBb.
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8. Peanu3anus moJMTUKUA HHGOPMAITMOHHOM 0€30MMACHOCTH
Peasmsannms [lonmutuku Wb Jlnnes ocymecTsisieTcss Ha OCHOBaHUM JJOKYMEHTOB,
perIaMeHTHPYIOIIMX OTHENbHbIE TPOLEAYpbl M Mpolecchl MpodheCcCHOHATBbHON

ACATCIIBHOCTHU B YIIPABJICHUMU.
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9. TlopsAaoK BHeCEHUS U3MEHEHUN U JONMOJTHEHUH B MOJUTUKY
HHpoOpMALMOHHOI 0€301aCHOCTH

Buecenne w3MeHeHudt u gomnojiHeHHE B IloauTuky HH(pOpMAIMOHHOMN
0€30MacHOCTH MPOU3BOJIUTCA HE PEXKE OJJHOTO pa3za B TPU rojia C LENbI0 IPUBEICHUS B
COOTBETCTBHE ONPEIACICHHBIX [IOMUTHKON 3alUTHBIX MEP PEAIbHBIM >KU3HEHHBIM

YCJIOBUSIM M TEKYIIIUM TPEOOBAHUAM K 3allluTe HH(pOpMaIuu.
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10. KonTpoJusb 3a co0/i0eHreM MOJTUTHKHA HHPOPMAITUOHHOM
0e3omacHOCTH

Texymuii KOHTpOJb 3a COOJIIOJIEHUEM BBINOJHEHUS TpeOoBaHuil IlomuThku
uHbopMalmoHHON Oe3omacHocTy JIuiies Bo3naraercs Ha COTPYAHHMKA, Ha3HAYEHHOTO
IpuKa3oM aupekropa Jlunes.

Hupekrop Jluies paccmaTpuBaeT pealn3alvio U COOJMIOJEHHE OTIENIbHBIX
nosiockeHuit [lonmutuku WHPOPMAIIMOHHON OE30MaCHOCTH, a TaKXKe OCYIIECTBISET

MOCJICAYIONIUN KOHTPOJIb 32 COOTI0JIEHUEM €€ TpeOOBaHUH.
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